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1. Purpose of Report

1.1. This report is a regular item on Risk Management activity since the last meeting.
The Audit Committee’s Terms of Reference state it is to “advise the Executive on
relevant audit matters, including: (a) the risk management system and risk
related issues”.

2. Summary
2.1.  The following items are included in this report:

e The current Corporate Risk Register position

e Details of key risk movements since the last report to Audit Committee

e The latest position on risks considered key due to the proximity of likely
events and/or that have been receiving considerable public attention
recently.

2.2.  Corporate risk appendices accompany this report:

e Arisk movement report at Appendix A details the risks with changes since
the last report to Audit Committee.

e Arisk movement report at Appendix B details the most up to date position of
those risks considered key at the moment due to the proximity of likely
events and the associated media and public interest recently.

e Arrisk status report at Appendix C summarises the latest risk scores and the
risk scores at each of the last 3 Audit Committee meetings.

e The organisational risk matrix is included in Annex A to this paper.

3. Recommendations

e That the changes in the Corporate Risks since the last report to the
Committee be noted

e That the Risk Management summary report be noted.

e That the Committee identifies a risk (or risks) to be reviewed at its meeting
in September 2018.



4.1.

4.2.

5.1.

Corporate Risk Register

The latest review of the Corporate Risk Register took place during April 2018.
Please see Section 7 for an icon that links to a copy of the full Corporate Risk
Register.

The following table summarises the movement changes in risks since the
previous report that was presented to the Committee in March 2018. The table
below shows the risk movements broken down by risk classification

As at March

2018 Audit Latest position

Committee (June -2018)

| Red | 13 12 (1)

Amber 20 21 (+1)
Yellow 1 1
Green
Total 34 34
Difference
+/-

Heat maps (matrices) of corporate and strategic risks

The Corporate Risk Register is comprised of both Strategic and Corporate risks.
This categorisation is explained at Annex B to this report. These heat maps
provide an overview and summary of the risk landscape for the organisation
currently and an opportunity for the Audit Committee to consider risks across
Services.

Key changes from the position reported to the March 2018 Audit Committee
meeting are shown.

Each corporate risk has been allocated a simple risk number prefixed by
appropriate letters to denote the Department owning the risk. In addition a prefix
starting with an S denotes a ‘Strategic’ risk.

AC = Adult Care Services E = Environment
CS = Children’s Services PH = Public Health
CP = Community Protection R = Resources



5.2. Heat map of Strategic Risks (10) — June 2018
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Brief risk descriptions
The following table shows brief descriptions for the risks in the matrix together
with dates when risk focus reports were considered, or are to be considered:
No. and | Brief R_’lSI_( Risk Owner Risk Ref Date of Risk
Score Description Focus Report
SEO02 Residual Wast Simon Aries
esiaual vaste Assistant Director - :
Treatment Transport, Waste & Strategic
. ENV0104
Programme Environmental
Management
SEO05 _
Croxley Rail Link Egpti:t?rgilrter::tor Strategic
(MLX) cancellation | £ . onment ENV0148
workforce - Care | Heathcote Strategic 23/09/2016
Act 2014 non- Assistant Director, | Hcs0010 | 01/12/2017
. Adult Care
compliance Commissioning




No. and | Brief Risk . . Date of Risk
Score Description RIBle Orues Rl (R Focus Report
SCPO7
HFRS transfer to | John Wood Strategic
PCC Chief Executive CP0005
SACO08
] Insufficient budget Eglseg M?”?Uf Strategic
32 SSistan
for adult care, d Director, Planning HCS0016
Better Care Fun & Resources
SEO06 . . At April 2018:
(previously Insufficient money Trevor Mose
SR02) _to support Interim Assistant Strategic
infrastructure Director — Property | 2x®od | 50112014
needs derived . (previously 01/03/2017
from new housing | As at June 2018,
> < PROP0022)
deve|0pments etc. this risk falls under
(C”_/S].OG) Environment &
Infrastructure
SCS02 FSurrm]dlnlgI] to deliver | simon Newland
chool's i i .
24 Assistant Director
expansion (Education gtsritgg% 25/11/2015
programme and Provision &
housing demand | Access)
SEO1 Simon Aries
o4 Assistant Director - Strategic
Tree Health Transport, Waste & | =\ o142 30/11/2016
Environmental
Management
SR21 Currently being
revised: _
Establishment of | Mike Evans Strategic
HLL to maximise E’."?CtOLfta Herts PROP0023
returns on land Ving
and assets
SR12 _
24 1 Cyber-attack on Dave Mansfield Strategic
HCC’s ICT Head of TEC0004 07/07/2017

Technology
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Brief risk descriptions (Corporate risks)

The following are brief descriptions for the risks in the matrix together with dates
when risk focus reports were considered, or are to be considered:

Fire Officer

No. and Brief RIS!( Risk Owner Risk Ref Date of Risk
Score Description Focus Report
ACO03 Eail ¢ Frances
— I providers - Assistant Director Corporate 29/09/2011
' | HCSCPO0001
Inadequate care Adult Care
Commissioning

CPO1 From June 2018:
Unplanned Gus Cuthbert | Corporate 22/11/2012

incidents Assistant Chief HFRS0007 23/03/2016




No. and Brief RIS!( Risk Owner Risk Ref Date of Risk
Score Description Focus Report
CPO5 ; From June 2018:
HCC. bu_smeSS Gus Cuthbert | Corporate 24/11/2011
52 I continuity plans - |\ ciant chief | CPRES0002 | 23/09/2015
BCP Fire Officer
Cso1 i Jenny Coles
zocsriiglirdfsjz ;f Sroctor of Corporate 30/06/2011
= Children's CSF0055 27/03/2014
person. Services
AC10 Sue Darker
Safeguarding gperi‘“onl_s | corporate
Vulnerable Adults D:;Cbi?i;i' o Se:rr]g'ng HCSLDO0005
Mental Health
ACO04 DOLS - Sue Darker
22 Deprivation of Operations Corporate
L] Liberty Director, Leaming | 4csH0002 16/09/2014
Safeguards Mental Health
CPO0O2 Radicalisat Guy Pratt c t
adicalisation - Deputy Director of | Corporate
24 Prevent CoFr)nmyunity CP0004 11/09/2017
Protection
CPO3
2 Erom éuntt;i)Olét& Corporate
us Cuthber
Extreme Weather |\ itant Chief | CPRES0009
Fire Officer
CS03 Partnership Jenny Coles
” funding for Director of Corporate
Children’s Children's CSF0082
Services Services
CS04 Welfare, reform .
» and S_ue W|II|ams_ Corporate
immigration g;fecgagfgirfgm"y CSF0083
arrangements
R17 Failure to develop
” sufficient timely
proposals to deal
with the ongoing | Stéven
reductions in Pilsworth Corporate
. Assistant Director | CSHF0016
funding/resources | . o
and subsequent
impact on
services/reserves.
RO7 Sally Hopper
24 Failure to educate Assig/tant [F))irr)ector, (ngggjr-gte
/ train employees | Human

Resources




No. and Brief RIS!( Risk Owner Risk Ref Date of Risk
Score Description Focus Report
24 1 attract and recruit | Assistant Director, | Corporate 21/11/2013
the right people Human HR0021 26/03/2018
and right skills Resources

R13 Loss/inappropriate

24 acquisition/ Anna Morrison
disclosure of Assistant Director | Corporate
sensitive personal | - Improvement IMP0001
or commercial and Technology
data

RO5 Insufficient skills St

24 In commissioning Pilsworth Corporate 18/07/2018
/ contract Assistant Director | SP0005
management and | iance
competencies

R0O8 The Council Terry Barnett

experiences Head of Corporate 20/06/2012
16 S AUDITO0001
significant fraud Assurance
CP0O4 Failure of Local Erom June 2018
HH rom June .

Bfélge_nce Forum Gus Cuthbert | Corporate 24/11/2011
. . Assistant Chief CPRES0001 23/09/2015
inadequate inter Fire Officer
agency plans

R0O3 HCC’s pension

16 fund_ level may Steven
not improve Pilsworth Corporate
sufficiently to Assistant Director | CSHF0002
cover accrued Finance
pension costs

— I21?’;1‘rjilr?|tenance EOb Srg_lth Corporate

_ eputy Director ENV0033
investment Environment

CP06 i
HFRS meeting Steve Tant Corporate

16 national training Assistant Chief HERS0004
requirements Fire Officer

PHO1 : Joel Bonnet
Health Protection Corporate

Deputy Director of 21/06/2016
16 emergency Public Health PHD0014
12 offsetting the Assistant Director, | Corporate
Apprenticeship Human HR0023
Levy Resources
Land owned by
R15 the Council and Mike Evans
12 no longer Head of Estate Corporate
required for the and Asset PROP0018
purpose for which | Management

it was bought may




No. and Brief Risk Date of Risk
Score Description Focus Report

Risk Owner Risk Ref

not have an
active
management
regime in place

EO3 Failure of road

inspection .
Rob Smith

procedures
impacting on the
condition of our
roads

Deputy Director (E:,c\)lr\eggagtg 20/09/2013

Environment

6.1.

6.2.

8.1.

8.1.1.

8.1.2.

Update on Training for Audit Committee Members May 2018

As requested by Audit Committee in March 2018, officers ran a training session
on Risk Scoring in Practice in Hertfordshire County Council directly prior to the
Audit Committee meeting of 15 May 2018.

The session was well attended by members of the Audit Committee and the
slides used have subsequently been circulated to all members of the Committee.

Full Corporate Risk Register — Movement report since March 2018 Audit
Committee

The full register is embedded here.

o

Corporate Risk Register changes/Key Updates since the report to March
2018 Audit Committee

Risks with changed current scores.
These are included in full in Appendix A. The following summarises these four
risks with changes.

ACO03 (Ref. HCSCP0001, Appendix A, Page 13) - “In the event of a
Hertfordshire Care Provider becoming inadequate or failing, there is a risk that
this may result in poor care to clients or a safeguarding issue.”

CPO05 (Ref. CPRES0002, Appendix A, Page 15) - In the event of a failure to
prepare adequate corporate and departmental generic Business Continuity Plans
(BCP), there is a risk that, should a major incident take place (to building,
technology & people), there may be insufficient back up arrangements in place,
which could result in a higher level of disruption than anticipated causing
increased disruption to key resources. (Formerly SERMU0002)

8.1.3. RO1 (Ref. HR0021, Appendix A, Page 17)- If we fail to retain, attract and recruit

the right people (managers, officers and volunteers) and right skills and maintain
engagement at all levels, there may be a significant impact on service delivery



Recent movement report (incl JT) - Corporate Risk Register for July 2018 Audit Committee

Report Date: 18/06/2018

Notes: References highlighted Purple have been added since the 02/03/2018.

Old Category is shown when there has been a change of category.

Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score

Date of Previous Risk Score: 02/03/2018

m

Hertfordshire

Current Category: Corporate Risk Register
Current Type : Corporate

In the event of a Hertfordshire Care Provider

becoming inadequate or failing, there is a risk

that this may result in poor care to clients or a

safeguarding issue.

Assistant Director,
Adult Care
Commissioning

provider market, specifically
within the CQC Market
Oversight programme. ACS
and Resources have
developed a cross
departmental contingency
plan and regular meetings are
in place to review and
progress this.  The specific
provider that is at risk of
failing has had their Company
Voluntary Agreement (CVA)
agreed by their creditors, but
we remain concerned about
their longer term financial
viability. The CVA s in place
for 8 years and ACS are
working with our Strategic
Procurement group and legal
colleagues to review any
additional contractual
measures that we can put in
place to add further rigour to
our contractual monitoring
process.

Reviewed On :18/06/2018

Probability
Unlikely
2

Impact
Very High
16

Risk Ref
Risk Description Risk Owner Progress Update Previous Risk | Movement | Current Risk | Target Risk
Corporate Priority . .
Score Direction Score Score
Category
HCSCPO0001 The risk owner raised the risk 17/04/2018
Opportunity to be Healthy and Safe Frances score to reflect the increased
Old Category: Corporate and Strategic Heathcote uncertainty in the care 7

Probability
Likely
4

Impact
Very High
16

Probability
Unlikely
2

Impact
Very High
16






Recent movement report (incl JT) - Corporate Risk Register for July 2018 Audit Committee

Report Date: 18/06/2018

Notes: References highlighted Purple have been added since the 02/03/2018.
Old Category is shown when there has been a change of category.
Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score

Date of Previous Risk Score: 02/03/2018

m

Hertfordshire

Opportunity to be Healthy and Safe

Old Category: Corporate and Strategic

Current Category: Corporate Risk Register
Current Type : Corporate

During unplanned incidents, such as terrorist

activity, civil disturbance, large scale wide area

flooding, or periods of industrial action, there is

a risk that HFRS may be over reliant on existing

regional or national resources which may lead

to reduced fire cover.

lan Parkhouse

Assistant Chief Fire
Officer - Response
and Resilience

The risk owner has reviewed
this risk measure and
confirmed that there are no
changes at the present time.
Reviewed On :10/04/2018

Probability
Possible
3

Impact
Very High
16

Risk Ref
(R:’losrk E;Stgr::ﬂtiloor?t Risk Owner Progress Update Previous Risk [ Movement | Current Risk | Target Risk
P y Score Direction Score Score
Category
Controls: Ref Control Description Status Owner
HCSCP0001/007 Learning and development of care providers In Place / Embedded Mark Gwynne
HCSCP0001/008 Market Quality and Resilience Programme In Place / Embedded Frances Heathcote
Board providing; overview of provider quality;
escalate any issues to relevant agency
HCSCP0001/009 Effective use of monitoring tools and resources In Place / Embedded Frances Heathcote
to identify problems early and prevent failing
quality.
HCSCP0001/010 Multi Agency Service Quality Improvement In Place / Embedded Frances Heathcote
Group, analyse data and evaluate risk monthly
and take appropriate action with partners
HCSCP0001/003 Use ACS Contract Monitoring Procedures In Place / Embedded Frances Heathcote
HFRS0007

Probability
Possible
3

Impact
Very High
16

Probability
Unlikely
2

Impact
Very High
16






Recent movement report (incl JT) - Corporate Risk Register for July 2018 Audit Committee

Report Date: 18/06/2018 Date of Previous Risk Score: 02/03/2018

Notes: References highlighted Purple have been added since the 02/03/2018. HertfordShire

Old Category is shown when there has been a change of category.
Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score

m

Risk Ref
(R:’losrk E;Stgr::ﬂtiloor?t Risk Owner Progress Update Previous Risk [ Movement | Current Risk | Target Risk
P y Score Direction Score Score
Category
Controls: Ref Control Description Status Owner
HFRS0007/004 Review Integrated Risk Management Plan In Place / Embedded lan Parkhouse

(IRMP) regularly to assess community risk
against resources

HFRS0007/005 Review whole-time and retained workforce In Place / Embedded lan Parkhouse
numbers on a monthly basis to identity
deficiencies and take appropriate action

HFRS0007/006 Crewing office to manage and maintain In Place / Embedded lan Parkhouse
crewing levels on a daily basis across the
organisation and ensure appliance availability

HFRS0007/007 Maximise both personnel and appliance In Progress / Taking lan Parkhouse
availability through the application of Effect
procedures and appropriate management

HFRS0007/008 Procure and provide specialist vehicles, In Progress / Taking lan Parkhouse
equipment and teams to meet the current Effect
technical rescue risk within the County

HFRS0007/009 Regularly review site specific response plans,  In Place / Embedded lan Parkhouse
operational procedures and contingency
arrangements

HFRS0007/010 Organise and host regular large scale/major In Place / Embedded lan Parkhouse

incident exercises with local partners on a
local, county and regional platform

HFRS0007/011 Regularly review and ensure arrangements are In Place / Embedded lan Parkhouse
in place to request additional resources both
locally and nationally

HFRS0007/012 Counter Terrorism exercise (Heron) to be Complete lan Parkhouse
completed during October and deliver further
ongoing training to applicable staff.






Recent movement report (incl JT) - Corporate Risk Register for July 2018 Audit Committee

Report Date: 18/06/2018

Notes: References highlighted Purple have been added since the 02/03/2018.

Old Category is shown when there has been a change of category.

Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score

Date of Previous Risk Score: 02/03/2018

m

Hertfordshire

- The Energy Recovery Facility (ERF) at Rye
House does not proceed or is delayed

- Unable to secure suitable, cost effective,
alternatives for waste disposal should the
contract with Veolia (VES) be terminated.

It may result in:
- Increased costs to HCC

public inquiry is taking place,
starting on the 19th June
2018 and scheduled to
conclude on the 2nd August
2018.

Due to the lack of transfer
provision in the east of the
county and the finite
availability of disposal
facilities capable of accepting
direct deliveries (Westmill
landfill and Edmonton EfW)
the delay to the planning
determination for Rye House
increases the risk that East
Herts Council and the
Borough of Broxbourne may
have to be directed to
Waterdale transfer station, an
action that would lead to
increased costs for all three
authorities and operational
pressure on Waterdale
transfer station. The risk

Risk Ref
gfrl;(?;stgrgtigor?ty Risk Owner Progress Update Previous Risk M(_)vem_ent Current Risk | Target Risk
Category Score Direction Score Score
ENVO0104 Under the contract with Veolia .
Delivering our Vision Simon Aries | (VES) a planning application Matg”a'
Old Category: Corporate and Strategic for an Energy Recovery
Current Category: Corporate Risk Register Facility (ERF) at Rye House,

Current Type : Strategic _ Hoddesdon was submitted in Probability Probability Probability

: Assistant December 2016. Notification . .
In the event of the Residual Waste Treatment . : Almost Certain Almost Certain Rare
g Director - Transport | was received on 1st February 1
Programme being impacted by one of the Waste & 2018 that the Secretary of
following scenarios: Environmental | State had called-in the Impact Impact Impact
Management planning application. A H'é:]h ngh ngh






Recent movement report (incl JT) - Corporate Risk Register for July 2018 Audit Committee

Report Date: 18/06/2018

Notes: References highlighted Purple have been added since the 02/03/2018.
Old Category is shown when there has been a change of category.
Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score

Date of Previous Risk Score: 02/03/2018

m

Hertfordshire

Risk Ref
Risk Description Risk Owner Progress Update Previous Risk | Movement | Current Risk | Target Risk
Corporate Priority . .
Score Direction Score Score
Category
score probability is at "Almost
Certain" due to the fact that
the increased delay will lead
to increased costs to the
authority.
Reviewed On :15/06/2018
Controls: Ref Control Description Status Oowner
ENV0104/001 Scenario planning In Place / Embedded Simon Aries
ENV0104/002 Legal & financial advice In Place / Embedded Simon Aries
ENV0104/003 Liaison with contractor In Place / Embedded Simon Aries
ENV0104/004 Management of Political Processes In Place / Embedded Simon Aries
ENV0148 Risk reviewed. There has been no
o . progress on resurrecting the ST
Delivering our Vision Rob Smith scheme following changes in . 16
Old Category: Corporate and Strategic ) agreement over the funding.
Current Category: Corporate Risk Register Plans are in hand to develop an
Current Type : Strategic b DI alternative scheme and Probability Probability Probability
As a result of the likely cancellation of the E?\I\J/}?/on:;iﬁtor repayments are being sought from| Almost Certain Almost Certain Unlikely
Metropolitan Line Extension (Croxley Rail Link TFL. HCC is currently looking at 2
scheme), there is a risk of claims to the Council alternative transport uses - two 'ﬂpaﬁt Impact Impact
(liability is capped at £3m), difficulties in re workshops have been held to 5 High Hoh
laiming HCC investment sunk into the scheme investigate the options. HCC is
¢ 9 - C o also seeking government support
apd _r.eputa_tlonal loss. This will also_have a for protection of the old track bed
significant impact on future growth in the area. for future transport uses.
Reviewed On :18/06/2018






Recent movement report (incl JT) - Corporate Risk Register for July 2018 Audit Committee

Report Date: 18/06/2018

Notes: References highlighted Purple have been added since the 02/03/2018.
Old Category is shown when there has been a change of category.
Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score

Date of Previous Risk Score: 02/03/2018

m

Hertfordshire

compliance and a reduction in the ability to
provide safe and appropriate care in users own
homes which may lead to impacts on their
health and wellbeing.

been made mandatory for all
Care Providers to be part of
the HCP (Herts Care
Partners) and have
mandatory training on
resilience.

Reviewed On :17/04/2018

Risk Ref
ISR LS pioT Risk Owner Progress Update Previous Risk | Movement | Current Risk | Target Risk
Corporate Priority . .
Score Direction Score Score
Category
Controls: Ref Control Description Status Owner
ENV0148/001 Briefing senior local and national politicians In Progress / Taking Rob Smith
Effect
ENV0148/002 Lobbying the London Mayor and Government In Progress / Taking Rob Smith
Effect
ENV0148/004 Monitor Success of the HIF bid to bridge the In Progress / Taking Rob Smith
funding gap Effect
ENV0148/005 Seek repayment of local funding if scheme fails Proposed Rob Smith
HCS0010 Risk reviewed by Risk Owner Significant
Opportunity to be Healthy and Safe Frances in April 2018. Risk wording to Mt
Old Category: Corporate and Strategic _ Heathcote remain the same. Target risk
Current Category: Corporate Risk Register score a”;e"ded due to tr:je
Current Type : Strategic Assistant Director Ir?;szcsfuobs?;niéjl%;ggoi to Probability Probability Probability
i inuina inabili : Almost Certai Almost Certai Possibl
If thgre is a continuing inability to attract th_e _ Adult Care workforce, Pay and conditions most Certain most Certain 052' e
required number of Homecare work force inline commissioning | review to be completed by
with the Adult Care Services Workforce July 2018. 'ﬂ?aﬁt ln;'pahct ;Amgfict
Strategy, there is an increasing risk of non From 1st April 2018 it has now 5 S il






Recent movement report (incl JT) - Corporate Risk Register for July 2018 Audit Committee

Report Date: 18/06/2018 Date of Previous Risk Score: 02/03/2018

Notes: References highlighted Purple have been added since the 02/03/2018. Hertfordshire

Old Category is shown when there has been a change of category.
Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score

m

Risk Ref
(I'\:’losrl;(I)D;stgrllapr?oor?ty Risk Owner Progress Update Previous Risk [ Movement | Current Risk | Target Risk
Score Direction Score Score
Category
Controls: Ref Control Description Status Owner
HCS0010/001 Workforce Strategy being reviewed for In Progress / Taking Frances Heathcote
2018/19, project group in place including Effect
Hertfordshire Care Providers Association
(HCPA)
HCS0010/007 Contingency plan in place for closure of care In Place / Embedded Frances Heathcote
providers under Prevention of Providers Failure
policy
HCS0010/008 All Lead Providers of Home Care are now In Place / Embedded Frances Heathcote
required to have a recruitment and retention
strategy
HCS0010/009 Ensure sustainable pay rates for care sector In Place / Embedded Frances Heathcote
providers are within budget parameters and
being reviewed on an annual basis
HCS0010/010 Evaluating impact of 2018/19 increase in pay to In Progress / Taking Frances Heathcote
be completed by December 2017 Effect
HCS0010/011 Pay and Conditions Review being undertaken In Progress / Taking Frances Heathcote
Effect
1 1 1 1 1





Recent movement report (incl JT) - Corporate Risk Register for July 2018 Audit Committee

Report Date: 18/06/2018

Notes: References highlighted Purple have been added since the 02/03/2018.
Old Category is shown when there has been a change of category.
Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score

Date of Previous Risk Score: 02/03/2018

JU

Hertfordshire

PCC'’s Local Business Case;

Risk Ref
E'Sk Description Risk Owner Progress Update Previous Risk | Movement | Current Risk | Target Risk
orporate Priority ; )
Score Direction Score Score
Category
CP0005 The proposal submitted by the PCC
) has undergone an independent review Significant
Opportunity to be Healthy and Safe John Wood  |by CIPFA, which a number of HCC 24
Old Category: Corporate and Strategic officers assisted with. HCC officers
Current Category: Corporate Risk Register have sought to ensure that all
Current Type ; Stiateglc Chief Executive_|scbmited to support a balanced Probability Probabilty Probabiliy
The Policing and Crime Act 2017 places a duty analysis of the PCC’s business case Lllfly Lllfly Posglble
on police, fire and ambulance services to work with HCC and HFRS officers providing
together and enables police and crime arange of professional advice and Impahct Impact Impact
commissioners to take on responsibility for fire opinion. The independent " High High
. assessment by CIPFA was submitted
and rescue services. In t_he event that the to the Secretary of State (Home
Secretary of State determines that the Secretary) at the end of January 2018.
governance of the Hertfordshire Fire & Rescue There is no requirement to share the
Service (HFRS) is to be transferred to the assessment with HCC and it was not
. . . .. shared. Regular communications are
Hertfordshire Police and Crime Commissioner being maintained with HFRS staff in
(PCC) as recommended in their business case, particular, but across the Directorate
there is a risk that such a transfer may 10 provide appropriate Inforination and
. e . . - O reassure stafl. e Folice an
S|g_n|f|cantly gnd neg_atlvely _ImpaCt on service Fire Minister has written further to the
delivery, particularly in relation to the support PCC for Hertfordshire’s proposal to
provided to vulnerable people and the County take on responsibility for governance
Council’s prevention agenda.  In addition it of Hertfordshire Fire and Rescue
L . . Service, stating the expectation that
may create significant uncertainty, leading to HCC work closely with PCC Lioyd to
staff unrest; short term damage to key provide more information in relation to
relationships and budgetary impacts. matters such as funding requirements,
reserves and precept and impact of
the proposed transfer on HCC. The
PCC submitted an additional
Addendum to the original business
case on 8th June for the Home
Secretary to consider. HCC Cabinet
considered the PCC Addendum
submission on 18th June 2018, and
agreed that the County Council should
not change the previously stated
position of the Council in opposing the 8






Recent movement report (incl JT) - Corporate Risk Register for July 2018 Audit Committee

Report Date: 18/06/2018 Date of Previous Risk Score: 02/03/2018 /U]
Notes: References highlighted Purple have been added since the 02/03/2018. Hertfordshire

Old Category is shown when there has been a change of category.
Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score

Risk Ref

Risk Description
Corporate Priority
Category

Risk Owner Progress Update Previous Risk [ Movement | Current Risk | Target Risk
Score Direction Score Score

and delegated to the Director of
Resources, in consultation with the
Leader of the Council and the
Executive Member for Community
Safety and Waste Management,
authority to finalise a submission to
the Home Office in response to the
addendum. The aforesaid response
was submitted to the Home Office on
22nd June 2018. The Home Office
have additionally asked CIPFA to
review the PCC’s addendum, and are
seeking their view on the proposal as
a whole, and whether or not the new
information provided in the addendum
alters the previous independent
assessment of the proposal against
the statutory test. CIPFA have
indicated that they will undertake the
work as quickly as possible and
anticipate completing the work in July.
Reviewed On :26/06/2018

Controls: Ref Control Description Status Oowner

CP0005/002 Support Community Protection staff through In Progress / Taking Darryl Keen
effective engagement to ensure they are kept Effect
informed on any progress in this matter

CP0005/004 Provide any support required for an In Progress / Taking Guy Pratt
independent review and develop plans for Effect
options/scenarios






Recent movement report (incl JT) - Corporate Risk Register for July 2018 Audit Committee

Report Date: 18/06/2018

Notes: References highlighted Purple have been added since the 02/03/2018.
Old Category is shown when there has been a change of category.

Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score

Date of Previous Risk Score: 02/03/2018

m

Hertfordshire

people), there may be insufficient back up
arrangements in place, which could result in a
higher level of disruption than anticipated
causing increased disruption to key resources.
(Formerly SERMUO0002)

at one of our main sites due to
issues with the Herts Fire &
Rescue System. As a result
the risk of power failure at one
of our main sites has
increased (covered by risk
PROPO0004).

Due to these current
circumstances we have raised
the probability of this BCP risk
from rare to unlikely. This
keeps focus on this area until
mitigations are in place.

To keep this in focus, a new
control measure has been
added to this risk to link it to
the plant failure risk
(PROPO0004)

Reviewed On :16/04/2018

Risk Ref
gfrl;(?;stgrgtigor?ty Risk Owner Progress Update Previous Risk [ Movement | Current Risk | Target Risk
Category Score Direction Score Score
CPRES0002 Review of all BCP BIA and 17/04/2018 -
Delivering our Vision lan Parkhouse | Response plans is now S'gnll%cant S'gnllfécam
Old Category: Corporate and Strategic _ complete. 'I_'he team will be z
Current Category: Corporate Risk Register Woorlk'“glto 'mp'em%“t;\’pdlates

Current Type : Corporate Assi o gglgrep acements by Apri Probability Probability Probability
In the event of a failure to prepare adequate ssistant Chief Fire . Rare Unlikely Rare

. Officer - Response | In April-18, there was a 1 5 1

Corporate ar]d de_partmental generic BCP and Resilience | postponement of a timed
plans, there is a risk that, should a major maintenance program in Impact Impact Impact
incident take place (to building, technology & relation to the power facilities Ver{g"gh very High very High

10






Recent movement report (incl JT) - Corporate Risk Register for July 2018 Audit Committee

Report Date: 18/06/2018 Date of Previous Risk Score: 02/03/2018

Notes: References highlighted Purple have been added since the 02/03/2018. HertfordShire

Old Category is shown when there has been a change of category.
Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score

m

Risk Ref
Risk Description Risk Owner Progress Update Previous Risk | Movement | Current Risk | Target Risk
Corporate Priority . .
Score Direction Score Score
Category
Controls: Ref Control Description Status Owner
CPRES0002/001 Plans in place for all departments / service In Place / Embedded Darren McLatchey
areas and 4 principle office locations
CPRES0002/002 Regular reporting to Resilience Board and In Place / Embedded Darren McLatchey
SMB on plan reviews, training and exercising
CPRES0002/003 Work programme to focus support on key In Place / Embedded Darren McLatchey
areas where vulnerability is greatest
CPRES0002/006 Monitor plant failure risk (PROP0004) for any Proposed Steve Harris
BCP implications
CSF0055 This risk has been accepted
Opportunity to be Healthy and Safe Jenny Coles | at this level and the service
Old Category: Corporate and Strategic _ continually uses all its
Current Category: Corporate Risk Register statutory powers,
. safeguarding and targeted . . -
Current Type : Corporate Director of services in the work it Probability Probability Probability
i i i Unlikel Unlikel Unlikel
In the_even_t of mapproprlate care or attention Children's Services | undertakes with partners to nlzey nlzey nlzey
there is a risk that a ChI|C! or young person could safeguarding vulnerable
die or become seriously injured. children and young people in Impact Impact Impact
Hertfordshire. Very High Very High Very High
Reviewed On :06/03/2018 16 16 16
Controls: Ref Control Description Status Owner
CSF0055/003 Maintain casework practice and implement In Place / Embedded Sue Williams
recommendations of reviews
CSF0055/004 Continually monitor and review safeguarding In Place / Embedded Sue Williams

practice and services within the council and
with partners under the HSCB

CSF0055/005 Implement peer review and inspection actions  In Place / Embedded Sue Williams

1





Recent movement report (incl JT) - Corporate Risk Register for July 2018 Audit Committee

Report Date: 18/06/2018

Notes: References highlighted Purple have been added since the 02/03/2018.
Old Category is shown when there has been a change of category.

Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score

Date of Previous Risk Score: 02/03/2018

m

Hertfordshire

Infrastructure Levy (CIL), there is a risk that the
uptake of CIL, which is the Government’s
preferred method for pooling contributions,
remains slow, and due to the limited influence
HCC can bring to bear over the districts on the
spending priorities of CIL revenue as a non CIL
charging Authority, this may result in there
being insufficient money to support
infrastructure needs derived from new housing.
[Formerly PROP0022 & CSCE0023]

Risk Ref
Risk Description Risk Owner Progress Update Previous Risk | Movement | Current Risk | Target Risk
Corporate Priority . .
Score Direction Score Score

Category
ENV0149 Risk and control measures S
Opportunity to Prosper Jan Hayes Griffin | reviewed and no change to MY
Old Category: Corporate and Strategic ) current ano_l target r|5_k score.
Current Category: Corporate Risk Register This risk will be moving from

Current Type : Strategic _ fﬁg?ﬁ:%tfeing',ﬁgme&as Probability Probability Probability
As a result of the restrictions introduced in 2015 | . Assistant b Likely Likely Possible

. Director - Planning | S106/CIL will form part of the 4 4 3

on the use of S106 for the pooling of developer & Economy new growth and infrastructure
contributions towards new infrastructure team. 'ﬂ?aﬁt lmpar::t lmgact
together with the introduction of the Community Reviewed On :05/04/2018 5 "9 Mecum
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Recent movement report (incl JT) - Corporate Risk Register for July 2018 Audit Committee

Report Date: 18/06/2018 Date of Previous Risk Score: 02/03/2018

Notes: References highlighted Purple have been added since the 02/03/2018. HertfordShire

Old Category is shown when there has been a change of category.
Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score

m

Risk Ref
(R:’losrk E;Stgr::ﬂtiloor?t Risk Owner Progress Update Previous Risk [ Movement | Current Risk | Target Risk
P y Score Direction Score Score
Category
Controls: Ref Control Description Status Owner
ENV0149/002 Engage additional staff resource to drive In Progress / Taking  Jan Hayes Griffin
forward work with Districts on Local Plans Effect
ENV0149/003 To work effectively with District planners to In Place / Embedded Jan Hayes Griffin
communicate and identify the required
infrastructure
ENV0149/004 Provide regular updates to In Place / Embedded Jan Hayes Griffin

Members/stakeholders working with Districts to
secure support for successful implementation

of CIL

ENV0149/005 Identification of possible alternative funding In Place / Embedded Jan Hayes Griffin
sources and interaction with fund bidding
processes

ENV0149/006 Develop & maintain dialogue with central In Place / Embedded Jan Hayes Griffin

government depts as necessary to inform and
influence policy and funding decisions

ENV0149/007 Establish working relationships with Parish & In Place / Embedded Jan Hayes Giriffin
Town Councils as necessary to achieve
effective use of CIL funding

ENV0149/008 Work with Districts to bring forward their Local  In Place / Embedded Jan Hayes Griffin
Plans CIL charging and support HCC
Infrastructure requirements

13





Recent movement report (incl JT) - Corporate Risk Register for July 2018 Audit Committee

Report Date: 18/06/2018

Notes: References highlighted Purple have been added since the 02/03/2018.
Old Category is shown when there has been a change of category.
Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score

Date of Previous Risk Score:

02/03/2018

m

Hertfordshire

Opportunity to be Healthy and Safe

Old Category: Corporate and Strategic

Current Category: Corporate Risk Register
Current Type : Strategic

In the event of significant unforeseen demand

on health and social care services and a risk of

budget overspend and ongoing uncertainty

about how these will be addressed nationally,

there is a risk of insufficient budget to meet

future demands of services. [supersedes risks

HCS0011 & HCS0012]

Helen Maneuf

Assistant Director,
ntegrated Planning
& Resources

Risk reviewed by Risk Owner
in April 2018. Risk wording to
remain the same, target score
increased. Better Care Fund
assurance procedure
approved. In 2017/18
currently managing a
balanced position. Latest
information on 2018/19
position has been reviewed
which indicates the current
risk score remains
appropriate. The target score
has been increased due to the
national uncertainty about
Social Care funding so
unlikely to be a resolution of
the risk.

Reviewed On :04/04/2018

Probability
Likely
4

Impact
High
8

Risk Ref

(R:’losrk E;Stgr::ﬂ%gor?t Risk Owner Progress Update Previous Risk [ Movement | Current Risk | Target Risk
P y Score Direction Score Score

Category

HCSO0016

Probability
Likely
4

Impact
High
8

Probability
Possible
3

Impact
High
8

14





Recent movement report (incl JT) - Corporate Risk Register for July 2018 Audit Committee

Report Date: 18/06/2018

Notes: References highlighted Purple have been added since the 02/03/2018.

Old Category is shown when there has been a change of category.

Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score

Date of Previous Risk Score: 02/03/2018

m

Hertfordshire

judgement

Effect

Risk Ref
glosrléggstgr::ﬂtifr?ty Risk Owner Progress Update Previous Risk [ Movement | Current Risk | Target Risk
Score Direction Score Score
Category
Controls: Ref Control Description Status Owner
HCS0016/002 Regular monitoring of metrics through joint In Progress / Taking Frances Heathcote
governance structures to identify lack of Effect
progress and areas for improvement
HCS0016/009 Section 75 arrangements in place between In Progress / Taking lain MacBeath
NHS and HCC Effect
HCS0016/013 Participation in financial work stream of the In Progress / Taking lain MacBeath
Sustainability and Transformation Plan (STP) Effect
HCS0016/015 Plans for deploying Hertfordshire’s share of the In Progress / Taking lain MacBeath
new funding for social care are being Effect
monitored
HCS0016/016 Project underway to improve availability to In Progress / Taking Helen Maneuf
assess and plan for demographic increases Effect
HCS0016/017 Thorough consideration of processes and In Progress / Taking Helen Maneuf
financial targets via corporate integrated Effect
planning process.
HCS0016/018 Monthly budget monitor include detail review of In Place / Embedded Helen Maneuf
financial projections and corrective action
where variances occur.
HCS0016/020 Review of financial arrangements with HYCCG  In Progress / Taking Helen Maneuf
Effect
HCS0016/021 Review of likely pressure arising from Sleep-in  In Progress / Taking Helen Maneuf

15
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Report Date: 18/06/2018

Notes: References highlighted Purple have been added since the 02/03/2018.
Old Category is shown when there has been a change of category.
Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score

Date of Previous Risk Score:

02/03/2018

m

Hertfordshire

Risk Ref
Risk Description Risk Owner Progress Update Previous Risk [ Movement | Current Risk | Target Risk
Corporate Priority . .
Score Direction Score Score
Category
HCSLDO0005 Risk reviewed by Risk Owner
Opportunity to be Healthy and Safe Sue Darker in April 2018. No changes
Old Category: Corporate and Strategic _ required to the risk wording or
Current Category: Corporate Risk Register scores, the risk scores mirror
) those of the Children's . . .
Current Type : Corporate Operations Senvices safeguarding Probability Probability Probability
i ' Unlikel Unlikel Unlikel
In the event of inadequate safeguardmg Director. Adult | corporate risk. All going well in nlzey nlzey nlzey
arrangements, a vulnerable person at risk of Disability Service | the Adult
harm is not identified and protected Service. Impact Impact Impact
appropriately. Reviewed On :09/04/2018 Ver{g"gh Vefsi glgh Veryl 6H'9h
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Recent movement report (incl JT) - Corporate Risk Register for July 2018 Audit Committee
Report Date: 18/06/2018

Notes: References highlighted Purple have been added since the 02/03/2018.
Old Category is shown when there has been a change of category.
Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score

Date of Previous Risk Score: 02/03/2018

m

Hertfordshire

activity associated with the HASB (Accredited
by Bournemouth University)

Risk Ref
(R:’losrk E;Stgr::ﬂtiloor?t Risk Owner Progress Update Previous Risk [ Movement | Current Risk | Target Risk
P y Score Direction Score Score
Category
Controls: Ref Control Description Status Owner
HCSLD0005/003 Improvement action plan of safeguarding In Place / Embedded Sue Darker
cases in all care groups
HCSLDO0005/005 Management oversight of safeguarding Complete Sue Darker
procedures
HCSLD0005/006 Quarterly performance report to ACS In Place / Embedded Frances Heathcote
Management Board, Council Leader and Chief
Exec.
HCSLD0005/007 Strategic Partners all involved with In Place / Embedded Sue Darker
Safeguarding
HCSLD0005/008 Practice Governance Board overseeing action  In Progress / Taking Sue Darker
plan to ensure high standards of safeguarding Effect
HCSLD0005/009 Increase resources of Safequarding Out of In Progress / Taking Sue Darker
Hours Service Effect
HCSLDO0005/001 Hertfordshire Safeguarding Adults Board In Place / Embedded Sue Darker
(HSAB) governance arrangements and
oversight of safeguarding procedures
HCSLD0005/004 Competency based learning and development  In Progress / Taking Sue Darker

Effect

17





Recent movement report (incl JT) - Corporate Risk Register for July 2018 Audit Committee

Report Date: 18/06/2018

Notes: References highlighted Purple have been added since the 02/03/2018.

Old Category is shown when there has been a change of category.

Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score

Date of Previous Risk Score: 02/03/2018

m

Hertfordshire

Risk Ref
(F;fr';(?;stgréprtig?ty Risk Owner Progress Update Previous Risk [ Movement | Current Risk | Target Risk
Categary Score Direction Score Score
HCSMHO0002 Risk reviewed by Risk Owner e
Opportunity to be Healthy and Safe Sue Darker | inApril 2018, no change i
Old Category: Corporate and Strategic _ required, update due from
Current Category: Corporate Risk Register ga“on"’g Coggi";a“on n
Current Type : Corporate Operations Cfrﬁgmlyerzceivea ”%ai fing Probability Probability Probability
' X Likel Likel Unlikel
As a result of thg 2014 _Supreme Court ruling Director. Adult | further government update. Ify I46y nlzey
around Deprivation of Liberty Safeguards Disability Service | New DOLs Manager
(DOLS) there is a risk that an inability to started - March 2018. 'ﬂ?aﬁt "Eparft ':Amg?lct
conduct best interest assessments within legal Reviewed On :06/04/2018 5 5 el
timeframes could lead to unlawful detention of
people and potential legal and compensation
challenges to HCC.
Controls: Ref Control Description Status Owner
HCSMH0002/001 Regular meetings with Lawyers and In Progress / Taking Sue Darker
Operations Director as required. Effect
HCSMHO0002/006 Community specific DOLs being reviewed as In Progress / Taking Sue Darker
part of Adult Disability Service (ADS) Effect
CP0004 The Risk owner has reviewed S STATTEATT SRTEST
Opportunity to be Healthy and Safe Guy Pratt this risk measure and 'gr;"fa" 'gnz'fan 'gnl'éca"
Old Category: Corporate and Strategic confirmed that there are no
Current Category: Corporate Risk Register Chaf‘gesdagh?op?’rﬁ)se/ggt'g‘e-
Current Type : Corporate b Di ‘ Reviewed On : 41201 Probability Probability Probability
As a result of disruptive factors influencing the epc‘:‘ct){m:[lenﬁi;r O | the risk owner has reviewed Possible Pos;ible Unlg<ely
lives of people in Hertfordshire, there is a risk Protection this risk measure and 3
that residents or staff become radicalised or Cg”f'rmed :‘:gt there are no 'ﬂ?gaﬁt Impact Impact
. . . changes at the present time. ig g
drawn into terrorism, which could cause harm to Reviewed On -03/04/2018 3 3 8
themselves or the wider public and reduce
community / social cohesion. 5
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Report Date: 18/06/2018

Notes: References highlighted Purple have been added since the 02/03/2018.
Old Category is shown when there has been a change of category.
Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score

Date of Previous Risk Score: 02/03/2018

m

Hertfordshire

Old Category: Corporate and Strategic

Current Category: Corporate Risk Register
Current Type : Corporate

If there is insufficient preparation for increased

frequency of extreme weather events resulting

from climate change, then there might be

negative impacts on service delivery, user

access to service provision and to the

reputation of the Council.

Assistant Chief Fire
Officer - Response
and Resilience

confirmed that there are no
changes at the present time.
Reviewed On :10/04/2018

Probability
Possible
3

Impact
High
8

Risk Ref
Risk Description Risk Owner Progress Update Previous Risk | Movement | Current Risk | Target Risk
Corporate Priority . .
Score Direction Score Score
Category
Controls: Ref Control Description Status Oowner
CP0004/002 Prevent Board to develop and regularly review  In Progress / Taking Guy Pratt
progress of the Prevent action plan Effect
CP0004/004 Herts Channel Panel meet regularly to provide In Place / Embedded Guy Pratt
multi agency support for vulnerable people at
risk of being drawn into terrorism.
CP0004/005 Development and implementation of In Progress / Taking Guy Pratt
appropriate training to meet the requirements Effect
of the HCC Prevent action plan.
CP0004/006 Collaboration with partners (incl schools) to In Progress / Taking Guy Pratt
coordinate Prevent activities Effect
CPRES0009 The risk owner has reviewed
Opportunity to Thrive lan Parkhouse | this risk measure and

Probability
Possible
3

Impact
High
8

Probability
Possible
3

Impact
Medium
4
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Report Date: 18/06/2018

m

Date of Previous Risk Score: 02/03/2018

Notes: References highlighted Purple have been added since the 02/03/2018.
Old Category is shown when there has been a change of category. HertfordShlre
Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score
Risk Ref
gfrléggstgrg?g?ty Risk Owner Progress Update Previous Risk [ Movement | Current Risk | Target Risk
Category Score Direction Score Score
Controls: Ref Control Description Status Owner

CPRES0009/001 Appropriate business continuity arrangements  In Place / Embedded Darren McLatchey
in place and regular annual reviews carried out

CPRES0009/002 Continually developing partnership working In Place / Embedded Darren McLatchey
with agencies developing risk reduction
strategies multi agency warn&inform strategy

CPRES0009/003 Each service holds a service level risk which is  In Place / Embedded Darren McLatchey
monitored and reviewed on a regular basis by
the resilience team
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Recent movement report (incl JT) - Corporate Risk Register for July 2018 Audit Committee

Report Date: 18/06/2018

Notes: References highlighted Purple have been added since the 02/03/2018.
Old Category is shown when there has been a change of category.
Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score

Date of Previous Risk Score: 02/03/2018

m

Hertfordshire

to meet demand in new housing developments
may need to be met from the council's own
resources having exhausted all other
eventualities.

projections. An earlier
Scrutiny of school place
planning recommended
operation with a 5% level of
surplus, in part for this reason
however such a policy
position is no longer
affordable. ~ Where new
schools are required, the
Authority’s strategy is to seek
to secure as many sites as
possible, and to seek to
facilitate and support
prospective promoters to
develop and secure
agreement and funding for
Free Schools where we most
need them and to acceptable
standards. Value for money
will be achieved by continuing
so far as possible to fund or
build new schools to minimum
compliant standard, subject to
the challenges of

Risk Ref
gfrlgggstgrg?gor?ty Risk Owner Progress Update Previous Risk [ Movement | Current Risk | Target Risk
Category Score Direction Score Score
CSF0070 The authority will now plan
Opportunity to Thrive Simon Newland | ©nly to meet demand, and
Old Category: Corporate and Strategic _ with no margin for surplus
Current Category: Corporate Risk Register Capfc'ty-l Th'fs reduces the

Current Type : Strategic Operations g;"uifgg ebﬁt fgg‘ﬂfé?/ﬂable Probability Probability Probability

i i i ’ Possibl Possibl Unlikel

In the event of inadequate capltgl being made Director. Education | conseguence is an increase in os§| e osgl e nlzey
available from a number of funding streams, the number of localised
part of the costs of delivering the secondary problems if and when rolls are 'ﬂPaﬁt lmpar::t lmpar::t
expansion programme and/or schools required slightly at variance with our 5 "9 "9
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Report Date: 18/06/2018

Notes: References highlighted Purple have been added since the 02/03/2018.
Old Category is shown when there has been a change of category.
Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score

m

Date of Previous Risk Score: 02/03/2018

Hertfordshire

Risk Ref
Risk Description Risk Owner Progress Update Previous Risk | Movement | Current Risk | Target Risk
Corporate Priority . .
Score Direction Score Score
Category
successfully negotiating
expansions with Academies.
Reviewed On :15/01/2018
Controls: Ref Control Description Status Oowner
CSF0070/005 Minimise the number of expansions undertaken In Progress / Taking Simon Newland
and continually review information Effect
management requirements
CSF0070/006 Ensure value for money In Progress / Taking Simon Newland
Effect
CSF0070/007 Secure access to additional funding from DfE In Progress / Taking Simon Newland
Effect
CSF0082 Working with both CCGs to S S S
Opportunity to be Healthy and Safe Jenny Coles | @lign children’s e N I
Old Category: Corporate and Strategic _ commissioning more
Current Category: Corporate Risk Register gf.fec“"e?" ET he ASZ'S,’\}a”th
Current Type : Corporate o f Hgft?;‘:ésﬁirre %Sﬁnei‘gal ort Probability Probability Probability
As a result of national and local efficiencies, _ Director of o Possible Possible Possible
. . . . Children's Services | Commissioning Group on 3 3 3
th_ere is a risk that partnership funding may be secondment to children’s
withdrawn or withheld. commissioning team; Impact Impact Impact
De-delegation of DSG th H|gh Me‘i‘“m
(Dedicated Schools Grant)
agreed by schools forum for
2018/19
Reviewed On :06/03/2018
Controls: Ref Control Description Status owner
CSF0082/001 Maintain effective joint working relationships In Progress / Taking Jenny Coles
and joint planning Effect
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m

Hertfordshire

district councils and Registered Social

Landlords

Risk Ref
gfrlgggstgrg?gor?ty Risk Owner Progress Update Previous Risk [ Movement | Current Risk | Target Risk
Score Direction Score Score
Category
CSF0083 Expected increase in LA costs
Opportunity to Thrive Sue Williams | has been realised. There
Old Category: Corporate and Strategic _ has been a good working
Current Category: Corporate Risk Register re'at'o,rl‘Sh'p dset up with district
Current Type : Corporate Director of Family 3232%5"?9" prvc\)lgoasrgls for a Probability Probability Probability
Possibl Possibl Possibl
As a resglt of the new welfare, reform gnd Safequarding joint targeted team to prevent os§| e os§| e OS§I e
immigration arrangements, there is a risk of an homelessness and move
increase in families becoming homeless and/or families as quickly as possible 'ﬂ?aﬁt mpaﬁt h'ﬂmgact
requiring support from Children’s Services (and to affordable accommodation 5 H il
other services) where prevention is not
) achievable
Reviewed On :06/03/2018
Controls: Ref Control Description Status Owner
CSF0083/001 Maintain close working relationships with In Progress / Taking Sue Williams

Effect
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Report Date: 18/06/2018

Notes: References highlighted Purple have been added since the 02/03/2018.
Old Category is shown when there has been a change of category.
Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score

Date of Previous Risk Score: 02/03/2018

Hertfordshire

Risk Ref
Risk Description

to close the funding gap may result in
identifying measures for unplanned reductions
in service spend leading to deterioration or
interruption of front line service delivery.
[Formerly CSHFO0005 and CSHF0015]

through Cabinet and Council
in February 2018.

Controls have been reviewed
and actions are being
undertaken through the
Integrated Planning Process
and the SMART Journey
Programme.

Reviewed On :29/03/2018

Corporate Priority Risk Owner Progress Update Previous Risk [ Movement | Current Risk | Target Risk
Category Score Direction Score Score
CSHF0016 The Authority has reviewed all
Delivering our Vision Steven Pilsworth | Pressures for 2017/18 to
Old Category: Corporate and Strategic _ deliver the budget. It
Current Category: Corporate Risk Register continues to actively review
. the monitor position and is . . .
Current Type : Corporate Assistant Director | providing greater analysis of Probability Probability Probability
i Possibl Possibl Unlikel
In thg event thgt the Authority does not qlevelop Finance key risks within the monitor for os§| e osgl e n 12 ely
sufflcllent and timely proppsalg to deal with the 2017/18. Overall budget
ongoing or further reductions in proposals for 2018/19 have 'ﬂPaﬁt |mPar:3t |mPar:3t
funding/resources, there is a risk that the need been consulted on and taken 5 "9 "9

24





Recent movement report (incl JT) - Corporate Risk Register for July 2018 Audit Committee
Report Date: 18/06/2018

Notes: References highlighted Purple have been added since the 02/03/2018. HertfordShire

Old Category is shown when there has been a change of category.
Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score

m

Date of Previous Risk Score: 02/03/2018

Risk Ref
gg’rk E;Stgr::ﬂtiloor?t Risk Owner Progress Update Previous Risk [ Movement | Current Risk | Target Risk
P y Score Direction Score Score
Category
Controls: Ref Control Description Status Owner
CSHF0016/001 Timely reporting to senior managers In Place / Embedded Lindsey McLeod

highlighting risks relating to available resources
to enable mitigations to be made.

CSHF0016/002 Work with districts to monitor changes to In Progress / Taking  Steven Pilsworth
business rates related to loss of Effect
businesses/impact revaluations/improve
collection.

CSHF0016/003 Ongoing discussions with NHS CCGs on In Progress / Taking Helen Maneuf
funding with CCGs. Quarterly meetings with Effect
CCGs Chief Financial Officers to discuss.

CSHF0016/004 Monitor the impact of proposed changes to In Progress / Taking  Abioye Asimolowo
Education Funding to enable senior Effect
officers/members to make timely/informed
decisions.

CSHF0016/005 Manage SMART Journey programme to In Progress / Taking Kate Findlay
support the organisation to deliver the Effect
necessary efficiencies including work with
partners

CSHF0016/006 Take account and anticipate changes through In Progress / Taking  Lindsey McLeod
analysis of Government papers/announcement Effect

so managment can make informed decisions

CSHF0016/007 Continue to carry out Service-led budget In Place / Embedded Lindsey McLeod
reviews
CSHF0016/008 Horizon scanning/policy Network In Place / Embedded Alex James
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Date of Previous Risk Score: 02/03/2018

m

Hertfordshire

resources for tree management will not be fit for
purpose. Failure to manage tree risk may
result in significant unplanned costs (including
liability claims), danger to the public and
or/service users, and impact on landscape and
ecosystem services.

Environment Plan provides an
additional focus for ENV0142
controls, i.e. developing
responsible procurement
practices which limit the risk
of introducing new diseases
from Europe.

Reviewed On :23/03/2018

Risk Ref
Risk Description Risk Owner Progress Update Previous Risk | Movement | Current Risk | Target Risk
Corporate Priority . .
Score Direction Score Score

Category
ENV0142 To date, ENV0142 controls
Opportunity to be Healthy and Safe Simon Aries | have focused on controlling
Old Category: Corporate and Strategic _ the risk from ADB and OPM.
Current Category: Corporate Risk Register The spread of Xy'e”?f'“ .

Current Type : Strategic Assistant Eé‘r::’nﬁirﬁrgfsas‘iiﬁagcégf Probability Probability Probability

irei i i i ssistan Possible Possible Unlikel
Hertfordshire is facmg an increasing thrgat from Director - Transport | and plane and popular garden s s » y
tree pests and dlgeases, including a;h dieback Waste & and landscaping plants such
and Oak Processionary Moth. In this context, Environmental | as lavender) and publication 'ﬂ?aﬁt lmpar::t lﬂpaﬁt
there is a risk that current systems and Management | of Defra’s 25-year 5 5 5
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Risk Ref
Risk Description

land; staff trained to identify disease

Corporate Priority Risk Owner Progress Update Previous Risk | Movement | Current Risk | Target Risk
Score Direction Score Score
Category
Controls: Ref Control Description Status Owner
ENV0142/001 Raising awareness of the issues incl Tree In Progress / Taking Tony Bradford
Health pages on website; articles in relevant Effect
publications; engagement with partners
ENV0142/002 Establishing extent and potential liability of ash  In Progress / Taking Mike Younghusband
tree population on Highways HCC is Effect
responsible to manage
ENV0142/003 Monitoring of the national and local tree health  In Progress / Taking Tony Bradford
situation and specialist advice to feed into Effect
plans and actions
ENV0142/004 Developing a framework for sharing best In Progress / Taking Tony Bradford
practice including the county council’s internal Effect
Tree Health Network
ENV0142/005 Lobbying the government for support and In Progress / Taking Simon Aries
assistance in responding to the tree health Effect
issue in the county
ENV0142/006 Monitor the financial pressures and secure Complete Simon Aries
resources through the Integrated Planning
Process where appropriate
ENV0142/007 Assess extent and potential liability of tree In Progress / Taking Trevor Mose
population on non-Highway HCC land incl Effect
Property HCC is responsible to manage
ENV0142/008 Facilitate a coordinated approach across In Progress / Taking Simon Aries
Hertfordshire to deliver a cost effective, Effect
proportionate, efficient response
ENV0142/009 Appropriate tree inspection regimes on In Progress / Taking Mike Younghusband
highway land; summer inspections; staff Effect
trained to identify symptoms of relevant
diseases
ENV0142/010 Appropriate tree inspection regimes - HCC In Progress / Taking Trevor Mose

Effect
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staffing legislation, and role specific training)
there is a risk that staff are not fully competent
or productive. This could lead to service
failures such as serious injury or harm,
particularly to vulnerable service users (and the
public) fines and/or prosecutions, and
inefficiency in how work is delivered.

quarterly.
Reviewed On :23/03/2018

Risk Ref
Risk Description Risk Owner Progress Update Previous Risk | Movement | Current Risk | Target Risk
Corporate Priority . .
Score Direction Score Score
Category
ENV0142/011 Raise awareness and share best practice In Progress / Taking Tony Bradford
amongst public, staff, schools (Schools Grid), Effect
incl employ a 2 year Tree Health Offficer
ENV0142/012 Ensure all relevant departments in the county In Progress / Taking Simon Aries
council have appropriate tree risk policies and Effect
procedures in place
ENV0142/013 Development of a plant procurement protocol In Progress / Taking Patrick Stiles
for HCC Effect
ENV0142/014 Work with partners to plan for restoration of the In Progress / Taking Tony Bradford
post-ash dieback landscape Effect
HRO018 First phase of revised Core SARITEATE SRR SRR
Delivering our Vision Sally Hopper Offer launched. Mandatory '9’;"10""" 'Q“Z'fa” 'gnl'éca“
Old Category: Corporate and Strategic _ modules on iLearn+ live.
Current Category: Corporate Risk Register ReSP?“S'b'."t.y for.Ser‘(‘ﬁe
Current Type : Corporate . . Zﬁﬁg Ic t,ragnng_ sits VX'; It Probability Probability Probability
If the Council fails to educate, train and provide ~ ASsistant Director, | /IAren s SEVIess, Adu Possible Possible Unlikely
’ Human Resources | Care Services, Fire and 3 3 5
tools and processes for employegs to _ Rescue Learning &
effectively fulfil their roles (Including compliance Development (L&D) Teams. 'ﬂpaﬁt 'mPéLCt 'mParft
with data protection, health and safety, safe L&D Managers group meet 8 H'g H'g
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Risk Ref
(R:’losrk E;Stgr::mloor?t Risk Owner Progress Update Previous Risk [ Movement | Current Risk | Target Risk
P y Score Direction Score Score
Category
Controls: Ref Control Description Status Owner
HR0018/001 Enable review and monitoring of training In Place / Embedded Sally Hopper

provision; through People Strategy, Strategic
Workforce Planning, Employee Lifecycle

HR0018/003 Incorporate HCC values & leadership qualities  In Place / Embedded Sally Hopper
into new training provisions for managers

HR0018/004 Regular monitoring, workforce planning and In Place / Embedded Sally Hopper
forecasting - e.g. incl talent management and
succession planning

HR0018/005 Maintain and support PMDS scheme, In Progress / Taking Sally Hopper
appropriate career schemes and associated Effect
training, coaching / mentoring

HR0018/006 Deliver appropriate training to meet In Place / Embedded Sally Hopper

requirements of HCC Prevent action plan.
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m

Hertfordshire

service delivery and major cost implications.
[Formerly CSCEO0007]

retaining some key groups
(Social Workers, Occupational
Therapists, Planners & Legal).
Continuing to monitor turnover
and retention and ensure
recruitment is targeted to
relevant audiences. Careers
portal continues to attract
healthy website traffic to the
recruitment pages. As a
result of the findings of the
risk focus report outlining the
effectiveness of the controls
to Audit Committee March
2018, this risk is being
reduced from red 32 (severe)
to amber 24 (significant).
Reviewed On :29/03/2018

Risk Ref
(R:’losrk E;St(e:r::ﬂ%gor?t Risk Owner Progress Update Previous Risk [ Movement | Current Risk | Target Risk
Catggory y Score Direction Score Score
HRO021 Voluntary turnover for council 29/03/2018
Delivering our Vision Sally Hopper | depts. has stayed the same at
Old Category: Corporate and Strategic _ 13.1% (Jan 2018) since the AV
Current Category: Corporate Risk Register E‘St, q”a”eratg"‘%gh this may
Current Type : Corporate Assistant Director ineng‘;at‘gtzectgr';ggrsor‘;‘zr?keer;ts Probability Probability Probability

i ' ' ' : Likel Possibl Unlikel
If we fail to retain, attract and recruit the right Human Resources | and potential impact of i 46y osgl e n|2 ely
people (managers, officers and volunteers) and proposed 1% pay cap over
right skills and maintain engagement at all next 4 years. Continued 'mPaﬁt Impact Impact
levels, there may be a significant impact on difficulties recruiting and 5 High Hon
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Risk Ref
gg’rk E;Stgr::ﬂtiloor?t Risk Owner Progress Update Previous Risk [ Movement | Current Risk | Target Risk
P y Score Direction Score Score
Category
Controls: Ref Control Description Status Owner
HR0021/001 Regular monitoring, workforce planning and In Place / Embedded Sally Hopper

forecasting - e.g. incl talent management and
succession planning

HR0021/007 Ensure the ability to call upon key service In Place / Embedded Sally Hopper
providers to meet any short term in-house skills
gap

HR0021/008 Regular monitoring of the employment In Place / Embedded Sally Hopper

'‘package’ to help ensure HCC remains an
Employer of Choice

HR0021/010 Maintain and support PMDS scheme, In Progress / Taking Sally Hopper
appropriate career schemes and associated Effect
training. (replaces controls CSCE0007/003
and 004)

HR0021/012 Develop, implement and embed employee In Progress / Taking Sally Hopper
comms, engagement and well-being initiatives, Effect

incl Herts Manager & Stakeholder Management

HR0021/013 Develop a future focused strategy for In Progress / Taking Sally Hopper
resourcing, including young people, re Effect
deployment & re skilling as part of workforce
plan

HR0021/014 Proactive approach to managing demand and  In Place / Embedded Sally Hopper
supply e.g. QSW's in collaboration with other
LA's

HR0021/015 Target Public Health recruitment at specialist In Place / Embedded Alison Hardy
networks, journals and social media sites

HR0021/016 Monitor the external recruitment market In Place / Embedded Sally Hopper

including senior manager pay to ensure remain
competitive
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Risk Ref
(F;fr';(?;stgréﬁti'(ﬂ?ty Risk Owner Progress Update Previous Risk [ Movement | Current Risk | Target Risk
Categary Score Direction Score Score
HR0021/017 Talent & succession plans in place to support In Progress / Taking Sally Hopper
future organisation as part of workforce Effect
planning
IMPO001 Activity across the — — —
Delivering our Vision Anna Morrison organisation is progressing Slgnzhlcant Slgnzlf‘:rcant Slgnjl-fflscant
Old Category: Corporate and Strategic _ well in advance of the
Current Category: Corporate Risk Register Lpcoming fg_)'?ﬁ\;omp'fnce
Current Type : Corporate _ eadiine ot ay. Probability Probability Probability
There is a risk Assistant recent audit has been helpful Possible Possible Unlikely
. . .. . Director - Improvem in raising the profile of this 3 3 2
- of the _I_oss/mapproprlate acqwsr_uon/dlsclosure ent & Technology | critical piece of work and
of sensitive personal or commercial data highlighting key areas for 'ﬂ?aﬁt 'ﬂpaﬁt 'n;Pt’zct
contrary to the requirements of the new General attention. Additional g 5 5
Data Protection Regulation (GDPR) which resource has been allocated

to assist with planning and

comes into force from 25 May 2018 ' tracking of activity, whilst
- that we may breach the rights of data subjects; some work remains to be
which could lead to harm to clients, impact on completed the project team
HCC'’s reputation, incur legal action and have are not flagging any specific
severe financial consequences (despite areas of concern requiring

. . . escalation. All existing data
applqug best practice there is always the protection controls remain
possibility of human error). [Formerly effective’
CSCEO0013] Reviewed On :29/03/2018
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Risk Ref
Risk Description

Regulation Action Plan

Corporate Priority Risk Owner Progress Update Previous Risk [ Movement | Current Risk | Target Risk
Score Direction Score Score
Category
Controls: Ref Control Description Status Owner
IMP0001/001 Policy framework is regularly reviewed and In Place / Embedded Martin Aust
staff made aware of responsibilities
IMP0001/003 Mandatory data protection training in place for  In Place / Embedded Elaine Dunnicliffe
all staff at induction and monitored.
IMP0001/004 Ensure HCC is linked into the Government's In Place / Embedded  David Mansfield
secure network to enable secure data
exchange with central government services
IMP0001/005 Research and implement additional security In Progress / Taking ~ David Mansfield
features to protect HCC'’s electronic data Effect
IMP0001/016 Regular additional targeted training delivered to In Progress / Taking  Elaine Dunnicliffe
members and staff groups that handle sensitive Effect
personal data
IMP0001/021 A common data sharing framework is in place  In Place / Embedded Elaine Dunnicliffe
and respective agreements reviewed and
updated on a regular basis
IMP0001/023 Programme in place to address issues where In Progress / Taking  Elaine Dunnicliffe
poor data quality/info handling has been Effect
identified as the cause of data breaches
IMP0001/028 Implement the HCC General Data Protection In Progress / Taking  Elaine Dunnicliffe

Effect
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Current Type : Strategic
HCC has established Herts Living Limited to
collaborate with a Joint Venture partner to
maximise returns on its land and assets. If
these arrangements do not perform as
anticipated, there is a risk that the financial
returns do not deliver the £20m per annum
receipt value in the current Integrated Plan. In
addition, there may be reputational impacts to
HCC (Replaces PROP0020 and PROP0021).

Head of Estates &
Director of Herts
Living Limited

amended to concentrate on
the capital receipt target and a
new risk will be drafted
around the business plan and
objectives of Herts Living Ltd.
Current and target risk scores
remain the same whilst this
work is undertaken.

Reviewed On: 18/06/2018

Probability
Possible
3

Impact
High
8

Risk Ref

gfrlgggstgrg?g)r?ty Risk Owner Progress Update Previous Risk [ Movement | Current Risk | Target Risk
Category Score Direction Score Score
PROP0023 Risk and control measures

Delivering our Vision Mike Evans have been reviewed and it

Old Category: Corporate and Strategic _ (Herts Living has been agreed that at the

Current Category: Corporate Risk Register Limited) next review this risk will be

Probability
Possible
3

Impact
High
8

Probability
Unlikely
2

Impact
High
8
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Risk Ref

gfrl;(?;stgrgtigor?ty Risk Owner Progress Update Previous Risk [ Movement | Current Risk | Target Risk
Score Direction Score Score

Category

Controls: Ref Control Description Status Owner

PROP0023/001 Herts Living Ltd Board of Directors to ensure In Progress / Taking Mike Evans (Herts
governance, collaborate with the Joint Venture Effect Living Limited)
partner and brief Cheif Exec Member

PROP0023/002 Continue to determine the latest market value  In Place / Embedded Mike Evans (Herts
before taking any asset to sale Living Limited)

PROP0023/003 Take advantage of sale opportunties such as In Place / Embedded Mike Evans (Herts
unsolicited approaches where possible subject Living Limited)
to procurement rules being followed

PROP0023/004 Work with Finance & disposal teams to deliver  In Progress / Taking Mike Evans (Herts
an acceptable capital receipt programme & the Effect Living Limited)
receipts from the SJV

PROP0023/005 Ensure Herts Living Ltd works with a Strategic ~ In Progress / Taking Mike Evans (Herts
Joint Venture Partner to ensure agreed delivery Effect Living Limited)
pace is being achieved.

PROP0023/006 Establish joint venture arrangements In Progress / Taking Mike Evans (Herts

Effect Living Limited)

PROP0023/007 Continue to identify pipeline surplus In Progress / Taking Mike Evans (Herts
sites/assets and develop these to maximise the Effect Living Limited)
potential capital receipt.

PROP0023/008 Gain social value from arrangements. provide In Progress/ Taking Mike Evans (Herts
social benefits that will impact on economic & Effect Living Limited)
sopcial well-being of the community

PROP0023/009 Maintain awareness of market conditions & In Place / Embedded Mike Evans (Herts
potential for change Living Limited)
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Risk Ref
Risk Description

Corporate Priority Risk Owner Progress Update Previous Risk [ Movement | Current Risk | Target Risk
Category Score Direction Score Score
SP0005 The risk owner has reviewed
Delivering our Vision Steven Pilsworth Fhe risk and controls and there
Old Category: Corporate and Strategic _ is no change. A full report on
Current Category: Corporate Risk Register this area will be provided to
) the July meeting of the Audit . . .
Current Type : Corporate ) . ’ Probabilit Probabilit Probabilit
A significant proportion of the Council’s Assistant Director | Committee. Possible Possible Unlikelyy
gnifi prop Finance Reviewed On :04/04/2018 3 3 2
expenditure is accounted for by externally
commissioned services. In the event of 'ﬂ?aﬁt lmpar::t In;par::t
insufficient skills in commissioning / contract 5 . .

management and competencies along with a
lack of application of effective monitoring,
governance and contract management rigour,
there is a risk of poor value, inadequate service
provision and data security and/or failure of
externally delivered services, which could lead
to disruption of service delivery. [Formerly
IMP0O002/CSCEO0019]

36





Recent movement report (incl JT) - Corporate Risk Register for July 2018 Audit Committee

m

Report Date: 18/06/2018

Notes: References highlighted Purple have been added since the 02/03/2018.
Old Category is shown when there has been a change of category.
Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score

Date of Previous Risk Score: 02/03/2018

Hertfordshire

Risk Ref
(R:’losrk E;Stgr::mloor?t Risk Owner Progress Update Previous Risk [ Movement | Current Risk | Target Risk
P y Score Direction Score Score
Category
Controls: Ref Control Description Status Owner
SP0005/002 Effective use of The Procurement Cycle (the In Place / Embedded Paul Drake
‘Do, Buy, Share' model of procurement)
SP0005/005 Deliver specialist procurement training In Progress / Taking Paul Drake
programme Effect
SP0005/006 Regular newsletter and Contracting Best In Place / Embedded Paul Drake
Practice meeting which takes place bi monthly
SP0005/008 SPG team specialist support to key business In Place / Embedded Paul Drake
areas
SP0005/009 Commercial skills assessment undertaken In Progress / Taking Paul Drake
through SMART Commercial programme Effect
SP0005/010 Effective service and contractual checks are In Place / Embedded Paul Drake
made by contracting managers pre contract
placement and on an ongoing basis
SP0005/011 HCC'’s Technology team provide support to In Place / Embedded David Mansfield
contracting managers to assess ICT
implications and security.
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Hertfordshire

penetration or malicious internal action) on
HCC’s ICT environments causing significant
service disruption and possible data loss

current controls and the
programme of work and
investment planned to meet
the elevated level of risk at
that time, an internal audit
was undertaken and
recommendations were
reported in October 2017.

In considering the risk now,
the actions undertaken, as a
result of the programme of
work, the audit
recommendations and various
industry sources to improve
our overall security position,
have provided assurance that
we are in a good position with
the controls in place and with
the continual improvement.
The risk score has been
reduced as the likelihood is
now considered as ‘possible’
rather than ‘likely’.

Risk Ref
(R:’losrk E;St(e:r::ﬂ%gor?t Risk Owner Progress Update Previous Risk [ Movement | Current Risk | Target Risk
Catggory y Score Direction Score Score
TECO0004 The risk owner, in conjunction 27/03/2018
Delivering our Vision David Mansfield | With the new Assistant
Old Category: Corporate and Strategic _ Director for Improvement & AV
Current Category: Corporate Risk Register T.eﬁhr;?'ogy' h"?‘ds r‘?"'e"%’edHtgg

Current Type : Strategic E':Sba gr Con.f' ering the F Probability Probability Probability
In the event of failing to maintain and ensure Head of Technology plgcir eﬁglrl'ozvmgiigrﬁ;('” Likely Possible Unlikely
the use of our security systems, technical focus report to Audit 4 3 2
protocols and change management processes, Committee in July 2017, Impact Impact Impact
there is a risk of a cyber-attack (virus, which outlined both the th High Hon
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Risk Ref
(I'\:’losrl;(I;);stgrllaprtiloci?ty Risk Owner Progress Update Previous Risk [ Movement | Current Risk | Target Risk
Score Direction Score Score
Category
| Reviewed On :18/06/2018 | | | |
Controls: Ref Control Description Status Owner
TEC0004/001 Industry approved security measures (firewalls, In Progress/Taking  David Mansfield
desktop AV, email filtering software etc) Effect
implemented, monitored and maintained
TEC0004/002 Before implementing new/updated In Progress / Taking  David Mansfield
systems/apps they must conform to agreed Effect
security requirements incl successful network
pen tests
TEC0004/004 Work to continuously develop & deliver ICT In Place / Embedded David Mansfield

policy/security educ/awareness training for
staff, managers and members
TEC0004/006 Rolling program of testing existing network In Place / Embedded David Mansfield
infrastructure including penetration testing for
HCC and key 3rd party providers on
TEC0004/007 Ensure ICT Service Providers adhere to In Place / Embedded  David Mansfield
security & tech standards in
providing/implementing/updating systems; ICT
infrastructure
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Old Category is shown when there has been a change of category.

Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score

financial and reputational loss.
This risk includes, but is not limited to, areas
specifically recognised by Cipfa:

- Overstatement of needs through false
declaration for personal budgets in adult care
services

- Misuse of Blue Badge/Concessionary bus
passes

- Staff falsifying time keeping / expenses
and overpayment of pensions

- Bribery and collusion in procurement

- Exaggerated/false insurance claims

plans in place to help mitigate
this risk.

All control measures have
been reviewed for this risk
and these all remain
embedded within the service.
The SAFS programme of
work and action plan is
continually evolving to tackle
the ever increasing new and
diverse methods used to
commit fraud.

Reviewed On :09/04/2018

Risk Ref
gfrléggstgrg?gor?ty Risk Owner Progress Update Previous Risk Mc_)vement Current Risk | Target Risk
Category Score Direction Score Score
AUDITO001 This risk and its controls have 09/04/2018
Delivering our Vision Terry Barnett | Peen reviewed by the risk
Old Category: Corporate and Strategic owner. The risk wording has 7
Current Category: Corporate Risk Register been edited and revised to

Current Type : Corporate clarify the description in terms Probability Probability Probability
As a result of the scale and scope of services | Héad of Assurance ?L(e:”“r;fgtf ii‘r']freoslso;:;;a;:g(') Possible Likely Likely
delivered by and through the county council, been enhanced and edited to s 4 4
there is a risk of fraud, which may be significant better reflect current Impact Impact Impact
fraud, that could lead to service disruption, circumstances and action Mei’“m Me‘i‘“m Me‘i‘”m

40





Recent movement report (incl JT) - Corporate Risk Register for July 2018 Audit Committee

Report Date: 18/06/2018

Notes: References highlighted Purple have been added since the 02/03/2018.

Old Category is shown when there has been a change of category.

Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score

Date of Previous Risk Score: 02/03/2018

m

Hertfordshire

Risk Ref
Risk Description

AUDIT0001/007

AUDIT0001/011

reporting facilities.

Oversight of fraud risk at at resources board
and audit committee through regular reporting

by SAFS

Prosecution of perpetrators/or disciplinary

AUDIT0001/012

AUDIT0001/013

action against staff to punish fraudsters and

prioritise fraud recovery

Removal of out of date blue

badges/concessionary bus passes to prevent

inappropriate use

Compliance with National Fraud Initiative & use

In Place / Embedded

In Place / Embedded

Corporate Priorit Risk Owner Progress Update Previous Risk | Movement | Current Risk | Target Risk
P y Score Direction Score Score
Category
Controls: Ref Control Description Status Owner
AUDIT0001/001 Risk based programme of work by both SIAS In Place / Embedded Terry Barnett
and SAFS focussing on areas that are
susceptible to fraud
AUDIT0001/006 Responding to reports received from the fraud In Place / Embedded Terry Barnett

Terry Barnett

Terry Barnett

In Place / Embedded

Terry Barnett

In Place / Embedded

Terry Barnett

AUDIT0001/014

of NFI ‘Fraud Hub’ to enhance data-matching

Reqularly reviewed Anti-Fraud Strategy and

In Place / Embedded

Terry Barnett

AUDIT0001/015

AUDIT0001/016

annual anti-fraud plan (complaint with Cipfa

quidance)

Communications plan to encourage reporting

In Place / Embedded

Terry Barnett

of fraud internally and externally (includes an

annual publicity campaign)

Campaigns to promote staff awareness to

AUDIT0001/017

encourage reporting and training via a

compulsory I-Learn module

Resource dedicated for development of fraud

In Place / Embedded

Terry Barnett

In Place / Embedded

Terry Barnett

reporting tools

41






Recent movement report (incl JT) - Corporate Risk Register for July 2018 Audit Committee

Report Date: 18/06/2018 Date of Previous Risk Score: 02/03/2018

Notes: References highlighted Purple have been added since the 02/03/2018. HertfordShire

Old Category is shown when there has been a change of category.
Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score

m

Risk Ref
Risk Description

Corporate Priority Risk Owner Progress Update Previous Risk Movement | Current Risk [ Target Risk
Categary Score Direction Score Score
CPRES0001 The risk owner has reviewed — — I
Delivering our Vision lan Parkhouse | this risk measure and S'gnllgcam T T
Old Category: Corporate and Strategic confirmed that there are no
Current Category: Corporate Risk Register changes at the present time.

Current Type : Corporate _ | Reviewed On :10/04/2018 Probability Probability Probability
In the event of a failure of the Local Resilience |ASSistant Chief Fire Rare Rare Rare

) . Officer - Response 1 1 1
forum (LRF) to provide adequate inter-agency and Resilience
plans which correctly identify the capabilities Impact Impact Impact
required to deal with a major emergency in Ver{g' loh very High very High
Hertfordshire there is a risk that Hertfordshire's
multi- agency response may not be fully
effective
(formerly SERMUO0001)
Controls: Ref Control Description Status Owner
CPRES0001/001 Continually review LRF business In Place / Embedded Darren McLatchey

plan/objectives to ensure suitable measures
are in place to meet key priorities/areas of

concern
CPRES0001/002 HCC an active participant in LRF activity In Place / Embedded Darren McLatchey
CPRES0001/003 Agreed programme of training/exercising, In Place / Embedded Darren McLatchey

including development plan for LRF members
& internal incident response managers

CPRES0001/006 Regular Review and update of the Community  In Place / Embedded Darren McLatchey
Risk Register checking for potential risks that
are relevant.

CPRES0001/007 Agreed annual programme of reviewing In Place / Embedded Darren McLatchey
inter-agency plans undertaken
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Risk Ref
Risk Description

Corporate Priority Risk Owner Progress Update Previous Risk Mc_)vement Current Risk | Target Risk
Score Direction Score Score
Category
CSHF0002 The performance of the fund
Delivering our Vision Steven Pilsworth | continues to be monitored.
Old Category: Corporate and Strategic _ Quarterly Actuarial Navigator
Current Category: Corporate Risk Register reports are shared with the
Current Type : Corporate Assistant Director gggi‘:’i‘g;‘i ﬁgﬂ"{ﬁg%k&fgt Probability Probability Probability
. . ) . R R R
There is a risk that HCC s pension fund level Cinance level to be around 97% as at ife ife Te
may pot improve sufficiently to cover accr_ugd 31 December 2017. The risk
pension costs because of economic conditions, and controls have been V'e"r‘Pa?th V'mpgﬁlth V'mpg‘?th
poor investment or ineffective governance reviewed in the context of the e e el
triennial re evaluation of the
fund.
Reviewed On :29/03/2018
Controls: Ref Control Description Status Owner
CSHF0002/002 Monitor ongoing market conditions and fund In Place / Embedded Patrick Towey
performance.
CSHF0002/003 Ensure investment decisions are made in line In Place / Embedded Patrick Towey

with the strategy and are adequately diversified

CSHF0002/004 Ensure that bond guarantee arrangements are  In Place / Embedded Patrick Towey
in place for guaranteed admitted bodies which
are subject to ongoing monitoring
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Risk Ref
gfrlgggstgrg?g)r?ty Risk Owner Progress Update Previous Risk M(_)vem_ent Current Risk | Target Risk
Category Score Direction Score Score
ENV0033 Risk reviewed. Additional _
Opportunity to be Healthy and Safe Rob Smith funding has been secured for Matg”a'
Old Category: Corporate and Strategic 2018/19 to ensure that there
Current Category: Corporate Risk Register is sufficient investment for

Current Type : Corporate _ road maintenance. Probability Probability Probability
In the event of under investment there is a risk | DgPuty Director | Reviewed On :03/04/2018 Unlikely Unlikely Rare
that road maintenance levels can not be Environment 2 2 !
maintained and general deterioration occurs, 'ﬂ?aﬁt Impact Impact
which may lead to increased number of 5 High Hon
accidents, loss of reputation and customer
dissatisfaction.
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Risk Ref
(R:’losrk E;Stgr::mloor?t Risk Owner Progress Update Previous Risk [ Movement | Current Risk | Target Risk
P y Score Direction Score Score

Category

Controls: Ref Control Description Status Owner
ENV0033/001 Regular performance monitoring In Place / Embedded Rob Smith
ENV0033/002 Efficient Asset management principles In Place / Embedded Rob Smith
ENV0033/003 Claims information reported on request to In Place / Embedded Fiona Timms

Environment and Infrastructure by the
Insurance team

ENV0033/004 Review of Maintenance Strategy In Progress / Taking Rob Smith
Effect

ENV0033/005 Review and monitor Highways triage system In Place / Embedded Rob Smith

ENV0033/006 Member decision for targeted extra investment In Place / Embedded Rob Smith
in enhanced maintenance project

ENV0033/007 End to end delivery review of scheme works to  In Progress / Taking Rob Smith
ensure effective and efficient delivery (value for Effect
money)

ENV0033/008 Continue to work with the administration on In Place / Embedded Rob Smith

setting funding needs
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Recent movement report (incl JT) - Corporate Risk Register for July 2018 Audit Committee
Report Date: 18/06/2018
Notes: References highlighted Purple have been added since the 02/03/2018.

m

Date of Previous Risk Score: 02/03/2018

Old Category is shown when there has been a change of category.
Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score

Hertfordshire

or serious injury of a firefighter.

their activities more
thoroughly. In November
2017, the CPD Strategic Ops
and Training Board approved
our 2018 Annual Training
Plan, which will again focus
on the acquisition and
maintenance of ‘higher risk’
skill sets such as Incident
Command and Breathing
Apparatus based operations,
whilst also delivering items
such as Tactical Ventilation
training in support of our
‘Smart Firefighting’
programme.

Reviewed On :10/04/2018

Risk Ref
Risk Description Risk Owner Progress Update Previous Risk [ Movement | Current Risk | Target Risk
Corporate Priority . .
Score Direction Score Score
Category
HFRS0004 The Service continues with
Delivering our Vision Steve Tant the procurement and
Old Category: Corporate and Strategic _ implementation of our new
Current Category: Corporate Risk Register '[;‘teg'lrated Peréona' DR
Current Type : Corporate Assistant Chief Fire Pfg’ev\?hﬁg]eyvtm g:;irlg;ore Probability Probability Probability
i ' ini ’ Unlikel Unlikel Unlikel
In thg event of a failure to meet national training Officer detailed analysis of the mzey nlzey nlzey
requlrements, pOOI’ Opel'atIOna| performance efﬁciency and effectiveness of
from personnel who are not fully trained and training delivery as well as 'mPaﬁt 'mpaﬁt 'mpar::t
competent in their role could lead to the death enabling Firefighters to record 5 "9 "9
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Recent movement report (incl JT) - Corporate Risk Register for July 2018 Audit Committee
Report Date: 18/06/2018

Notes: References highlighted Purple have been added since the 02/03/2018.
Old Category is shown when there has been a change of category.
Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score

Date of Previous Risk Score: 02/03/2018

m

Hertfordshire

Risk Ref
E'Sk Descrlpt_lon Risk Owner Progress Update Previous Risk | Movement | Current Risk | Target Risk
orporate Priority ; :
Score Direction Score Score
Category
Controls: Ref Control Description Status Owner
HFRS0004/001 Review and monitor the Integrated Personal In Place / Embedded Chris Bigland
Development System to ensure National
training requirements are being met.
HFRS0004/002 Station Audit Process In Place / Embedded Chris Bigland
HFRS0004/004 Feedback from standard meetings informs In Place / Embedded Chris Bigland
improvements in equipment, technique and
performance to drive the Service forward
HFRS0004/005 CPD’s Strategic Operations and Training In Place / Embedded Chris Bigland
Board (SOTB) have signed off the Services
2018 Annual Training Plan.
PHDO0014 Risk remains in place — — —
Opportunity to be Healthy and Safe Joel Bonnet | (wording has been amended Slgnll?;cam Slgnllfclscam Slgnll?scam
Old Category: Corporate and Strategic slightly) and score
Current Category: Corporate Risk Register unchanged.
Current Type : Corporate . Reviewed On :11/04/2018 Probability Probability Probability
In the event of a Health Protection emergency ~ PePuly Director of Rare Rare Rare
. . . . Public Health 1 1 1
such as a communicable disease epidemic,
radiological, chemical or biological agent Impact Impact Impact
exposure, or extreme weather conditions, there Ver{g' 'gh Ve“ig'gh Ve”;g"gh
is a risk that the authority may be unable to
meet its statutory duty to adequately assure
multi-agency health protection arrangements.
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Recent movement report (incl JT) - Corporate Risk Register for July 2018 Audit Committee

Report Date: 18/06/2018 Date of Previous Risk Score: 02/03/2018

Notes: References highlighted Purple have been added since the 02/03/2018. HertfordShire

Old Category is shown when there has been a change of category.
Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score

m

Risk Ref
(R:’losrk E;Stgr::ﬁtiloor?t Risk Owner Progress Update Previous Risk [ Movement | Current Risk | Target Risk
Cat(Egory y Score Direction Score Score
Controls: Ref Control Description Status Owner
PHDO0014/002 The Local Health Resilience Partnership In Place / Embedded Jim McManus
(LHRP) meets quarterly
PHD0014/003 Hertfordshire Resilience Major Incident In Place / Embedded Darren McLatchey
Framework Version 1.3 Dec 2017 — describes
Herts approach to emergency situations
PHDO0014/004 Structures processes and people in In Place / Embedded Jim McManus
place - allow communication between key
partners for review and monitoring of the
PHDO0014/005 Hertfordshire follows the national guidance on  In Place / Embedded Jim McManus
management of infectious outbreaks and
pandemic flu
PHD0014/006 Qrtly update to LHRP on progress with detailed In Place / Embedded Gill Goodlad
arrangements for health protection incidents as
identified in 2017 national audit
HR0023 Work being undertaken with T Siarifcant S
. . - Tt Ignit gnit ateria
Delivering our Vision Sally Hopper | Boards tOden(gloll e)((jlstln% séaff 9 5 9 i 5
Old Category: Corporate and Strategic _ onto standards and embe
Current Category: Corporate Risk Register Into Wofkfotr)C? p'a””'”.g "e'd
Current Type : Corporate . . va?nmes . elr;_g cons(; erhe Probability Probability Probability
As a result of new legislation establishing an Assistant Director, | as Apprentice first and other Possible Possible Unlikely
. . . . Human Resources | options second. 3 3 5
Apprenticeship Le_vy, there is a risk t_hat sho_uld Reviewed On :23/03/2018
the County Council not take appropriate action ,\'Afggﬁjcng ;Amgact ;Amgfict
to offset the levy and provide apprenticeship 4 ol il
opportunities there may be financial and
reputational consequences.
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Report Date: 18/06/2018

Notes: References highlighted Purple have been added since the 02/03/2018.
Old Category is shown when there has been a change of category.
Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score

Date of Previous Risk Score: 02/03/2018

m

Hertfordshire

Risk Ref
(F;fr';(?;stgréﬁti'(ﬂ?ty Risk Owner Progress Update Previous Risk [ Movement | Current Risk | Target Risk
Category Score Direction Score Score
Controls: Ref Control Description Status Owner
HR0023/002 Identification of departmental Apprenticeship In Place / Embedded Sally Hopper
opportunities through strategic workforce
planning
HR0023/003 Procure training funded through the In Place / Embedded Sally Hopper
Apprenticeship Levy
HR0023/004 Work in partnership to develop and maintain In Place / Embedded Sally Hopper
the Hertfordshire Apprenticeship Alliance (HAA)
HR0023/005 Develop effective processes to reclaim this tax  In Place / Embedded Sally Hopper
through the digital account
PROP0018 Risk and control measures SARITEATE SRR TIETETE]
Opportunity to be Healthy and Safe Mike Evans | have been reviewed. New S M it
Old Category: Corporate and Strategic Property Management
Current Category: Corporate Risk Register lser"'celslcr?r:ra_‘l’tz'gldfa”e tg go
Current Type : Corporate |vel?n tb'l'p” hi an Probability Probability Probability
There is a risk that land owned by the Council AHeatdl\;’f Estate &t }’;’Ognégi%o 'I'\IS(féh';n‘;c’er;”tiCt Possible Possible Unlikely
and no longer required for the purpose for sset Managemen current and target risk scores. 3 3 2
which it was bought may not have an active Reviewed On :29/03/2018 ,\'Argzﬁjcr; ;Amzact h'/lmgact
management regime in place. As a result 4 el ol
there is a risk of an H&S incident to persons or
property which could give rise to H&SE action
and a liability claim.
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Recent movement report (incl JT) - Corporate Risk Register for July 2018 Audit Committee

Report Date: 18/06/2018

Notes: References highlighted Purple have been added since the 02/03/2018.
Old Category is shown when there has been a change of category.
Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score

Date of Previous Risk Score: 02/03/2018

m

Hertfordshire

Risk Ref
glosrléggstgr::ﬂtifr?ty Risk Owner Progress Update Previous Risk [ Movement | Current Risk | Target Risk
Categary Score Direction Score Score
Controls: Ref Control Description Status Owner
PROP0018/001 Processes to identify land to which this risk In Place / Embedded Mike Evans
applies have been identified and are in use
PROP0018/002 Agreement to be reached on what In Place / Embedded Mike Evans
management regimes can be
implemented/alternative solutions deployed to
resolve potential issues
PROP0018/003 Follow Out of Use land and property In Progress / Taking Mike Evans
management processes to ensure it is Effect
managed appropriately.
ENV0030 The risk owner has T ] P
Opportunity to be Healthy and Safe Rob Smith considered data and _ ase na e e
Old Category: Corporate and Strategic _ information in respect to this
Current Category: Corporate Risk Register ”ls"?' '“C'“dc;".g Insurance -
Current Type : Corporate Deputy Director g(i;?i]r?é At e ﬁg{gte”t with the Probability Probability Probability
4 : . . R R R
In the event o_f a failure in road inspection and / Envitonment Reviewed On -03/04/2018 ire fife t’ire
or fault reporting procedures, there is a risk that
the condition of our roads falls below expected 'm?a:t 'T|Path 'T|P<’ith
standards, which results in injury to citizens and 5 H 5
/ or successful claims against HCC.
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Recent movement report (incl JT) - Corporate Risk Register for July 2018 Audit Committee

Report Date: 18/06/2018 Date of Previous Risk Score: 02/03/2018

Notes: References highlighted Purple have been added since the 02/03/2018. Hertfordshire

Old Category is shown when there has been a change of category.
Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score

m

Risk Ref
(R:’losrk E;Stgr::ﬂ%gor?t Risk Owner Progress Update Previous Risk [ Movement | Current Risk | Target Risk
P y Score Direction Score Score
Category
Controls: Ref Control Description Status Owner
ENV0030/001 Protocol for the investigation of road deaths In Place / Embedded Rob Smith
agreed with police.
ENV0030/002 Annual programmes of accident remedial In Place / Embedded Rob Smith

engineering schemes, and structural and
routine maintenance in place

ENV0030/003 Broad and accessible fault reporting procedure In Place / Embedded Rob Smith
available to members of the public

ENV0030/004 Quarterly reports from Insurance Team on High In Place / Embedded Rob Smith
Court Cases

ENV0030/005 Audit of inspections & inspection programme In Place / Embedded Rob Smith

ENV0030/006 Follow protocol for Serious Injury accidents In Place / Embedded Rob Smith

which may result in significant insurance claims

ENV0030/007 Back up process for online fault report system  In Place / Embedded  Steve Johnson
available.
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and major cost implications. [Formerly CSCE0007]

8.1.4. SR12 (Ref. TEC0004, Appendix A, Page 20)- In the event of failing to maintain

8.2.

8.2.1.

8.2.2.

8.2.3.

8.3.

and ensure the use of our security systems, technical protocols and change
management processes, there is a risk of a cyber-attack (virus, penetration or
malicious internal action) on HCC’s ICT environments causing significant service
disruption and possible data loss.

Latest position on additional risks specifically identified due to the
proximity of likely events and public interest.

The latest update on these risks is presented in full in Appendix B. The following
summarises these risks.

SEO02 (Ref. ENV0104, Appendix B, Page 22) — “In the event of the Residual
Waste Treatment Programme being impacted by one of the following scenarios:
- The Energy Recovery Facility (ERF) at Rye House does not proceed or is
delayed

- Unable to secure suitable, cost effective, alternatives for waste disposal should
the contract with Veolia (VES) be terminated.

It may result in:

- Increased costs to HCC”.

SEOQ5 (Ref. ENV0148, Appendix B, Page 23) — “As a result of the likely
cancellation of the Metropolitan Line Extension (Croxley Rail Link scheme), there
is a risk of claims to the Council (liability is capped at £3m), difficulties in re-
claiming Hertfordshire County Council investment sunk into the scheme and
reputational loss. This will also have a significant impact on future growth in the
area’.

SCPO07 (Ref. CP0005, Appendix B, Page 25) - [Risk of HFRS transfer to PCC]:
“The Policing and Crime Act 2017 places a duty on police, fire and ambulance
services to work together and enables police and crime commissioners to take
on responsibility for fire and rescue services. In the event that the Secretary of
State determines that the governance of the Hertfordshire Fire & Rescue Service
(HFRS) is to be transferred to the Hertfordshire Police and Crime Commissioner
(PCC) as recommended in their business case, there is a risk that such a
transfer may significantly and negatively impact on service delivery, particularly
in relation to the support provided to vulnerable people and the County Council’s
prevention agenda. In addition it may create significant uncertainty, leading to
staff unrest; short term damage to key relationships and budgetary impacts.”

Other Risk Developments



8.3.1.

9.1.

Risk Focus

The following risk is the subject of a risk focus report at this meeting of the Audit
Committee, 18 July 2018.

RO5 (Ref. SP0005) — “A significant proportion of the Council’s expenditure is
accounted for by externally commissioned services. In the event of insufficient
skills in commissioning / contract management and competencies along with a
lack of application of effective monitoring, governance and contract management
rigour, there is a risk of poor value, inadequate service provision and data
security and/or failure of externally delivered services, which could lead to
disruption of service delivery. [Formerly IMP0O002/CSCEOQ019]” The risk is
currently scored as Amber 24 (significant).

Next Steps
Challenges and recommendations from the Audit Committee will be considered
by the relevant risk owners/Services. Action taken as a result will update the

corporate risk register and be reported to the appropriate cycle of risk review
meetings.
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Risk Matrix — The following chart shows where, and what category/colour the risk will fall in dependent on the scores. Red being the most severe and green being the least.

The scores within the chart are multiples of the likelihood and impact, e.g. (Likelihood of) 4 x (Impact of) 8 = (Risk Score of) 32
Assessing Impacts

Impact
Score

Impact

Title Example description

1

Annoyance but does not disrupt service: Minor injury to an individual;
Financial loss under £50k: Isolated service user complaints contained within
unit/section; Litigation claim or fine less than £50k; Failure to achieve a core
team plan objective

Negligible

Minor impact on service; Minor injuries to several people; Financial losses
between £50k-100Kk, Isolated service user complaints contained within
department; Litigation claim or fine between £50k -100k: Failure to achieve
several team plan objectives including a core objective

Low

Service disruption; Major injury to an individual; Financial losses between
£100k-1 Million; Adverse local media coverage. Lots of service user
complaints; Litigation claims or fine between £100k - £1Million; Failure to
achieve one or more strategic plan objective

Medium

Significant service disruption; major/disabling injury to employee, service
user or other stakeholder; financial losses between £1Million-£5Million:
adverse national media coverage; litigation claim or fine between £1Million-
£5Million; Failure to achieve one or more strategic objective

High

16

Total service loss for a significant period; fatality to employee, service user or
other stakeholder; financial loss in excess of £5 Million; National publicity
more than 3 days. Possible resignation of leading member or chief officer;
Multiple civil or criminal suits. Litigation claim or fine above £5 Million; Failure
to achieve a major corporate objective in the Corporate Plan

Very High

Assessing Likelihood

Scale

Description Likelihood of Occurrence

Extremely unlikely or virtually impossible
Less than 5% chance of happening
Unlikely to occur in a 50 year period

Rare

Could occur at some point
* 6% to 20% chance of happening
* Unlikely to occur within a 10 year period

Unlikely

« Fairly likely to occur
21% to 50% chance of happening
« Likely to occur once within a 10 year period

Possible

= Will probably occur in most circumstances
* 51% to 80% chance of happening
Likely to occur once within a one year period

Likely

Expected to occur in most circumstances
More than 80% chance of happening
Likely to occur within 3 months

Almost certain

Severe

Significant

Material

\EGEGEELIEM the risk are considered relatively unimportant. The
status of the risk should be reviewed periodically.
Impacts

Negligible Low Medium Very High
U] (t] ) (16)
Almost certain 5 10 20
(5)

Likelihood

The Board feels most concerned about carrying this risk.
The consequences will have a severe impact on the
delivery of a key priority and comprehensive
management action is required immediately.

The Board feels concerned about carrying this risk. The
consequences of the risk materialising would be
significant, but not severe. Some immediate action is
required plus the development of an appropriate action
plan.

The Board is uneasy about carrying this risk.
Consequences of the risk are not significant and can be
managed through contingency plans. Action plans can
be developed later to address the risk.

The Board is content to carry this risk. Consequences of

Likely
(4)

Possible

(3)

Unlikely
(@)

ANNEX A
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ANNEX B
The Corporate Risk Register - Corporate and Strategic Risks

The Corporate Risk Register is comprised of both ‘Corporate’ and ‘Strategic’ risks.

Both classifications of risk will still be reported in the Corporate Risk Register and so they will be subject to the current criteria for
corporate risk register risks. These risks are threats to the overall success of council objectives, the vitality and viability of the organisation
and:

e May significantly impact upon the key resources of the Council (e.g. financial resources, human resources and other key assets).
May result in significant disruption to a number of the critical services provided by the council.

May be a significant threat of serious harm or death to service users, officers/members and/or members of the public.

The resources needed to manage the risk and deal with the potential impacts could be beyond the capability of the relevant service.
May result in significant attention from outside the council (e.g. general public/ Media/ Government agencies etc.) and so maintain the
potential to cause considerable damage to the Council’s reputation

However, although there will be an element of judgement, the following may be used to differentiate between Strategic and Corporate
risks:

Strategic risks

e Represent, particularly, threats to current strategic drivers for the organisation, e.g. Prevention, Housing, Growth/Infrastructure, the
SMART programme

e Relate to new / innovative approaches and / or changing environmental factors, e.g. legislation, so that our responses and outcomes
are less clear

e Are more time-impacted, relating to a shorter and potentially known timeframe

e Are likely to reflect more volatility in terms of increases and decreases in the risk in a short to medium timeframe

e May therefore relate to key programmes / projects

Corporate risks

e Relate to long term, ongoing service delivery

e Are usually (but do not have to be) at their ‘target score’ and if so are being accepted or tolerated at that level of risk

¢ Most controls will be ‘in place / embedded’

Are usually (but do not have to be) related to enabling activities and services, i.e. services or activities that enable front-line service
activity, and/or the smooth running of the organisation.

12



Appendix A - Risk Changes

Date of Previous Risk Score: 02/03/2018

Report Date: 18/06/2018

Notes: References highlighted Purple have been added since the 02/03/2018.
Old Category is shown when there has been a change of category.

Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score

m

Hertfordshire

in place to review and
progress this. The specific
provider that is at risk of
failing has had their Company
Voluntary Agreement (CVA)
agreed by their creditors, but
we remain concerned about
their longer term financial
viability. The CVA s in place
for 8 years and ACS are
working with our Strategic
Procurement group and legal
colleagues to review any
additional contractual
measures that we can putin
place to add further rigour to
our contractual monitoring
process.

Reviewed On :18/06/2018

Risk Ref
L Descrlpglor] Risk Owner Progress Update Previous Risk | Movement | Current Risk | Target Risk
Corporate Priority . .
Score Direction Score Score
Category
HCSCP0001/AC03 The risk owner raised the risk 17/4/2018 - -
Opportunity to be Healthy and Safe Frances score to reflect Ihe Increased e P 2
Current Category: Corporate Risk Register Heathcote Ty I he are 7
gory: 4 g provider market, specifically

Current Type : Corporate within the CQC Market Probabilit Probabilit Probabilit
In the event of a Hertfordshire Care Provider Assistant Director, | Oversight programme. ACS Onlikely Lkely Onlikely
becoming inadequate or failing, there is a risk Adult Care zmd 'Tesoolllfces have 2 4 2

i i i Commissioning eveloped a cross
that this may result in poor care to clients or a departmental contingency Impact Impact Impact
safeguarding issue. plan and regular meetings are Ver;;léhgh Ver);ghgh Vernghgh




Appendix A - Risk Changes

Date of Previous Risk Score: 02/03/2018

Report Date: 18/06/2018

Notes: References highlighted Purple have been added since the 02/03/2018.

Old Category is shown when there has been a change of category.

Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score

m

Hertfordshire

Risk Ref
Elosrk E;i:r;,‘::';ri‘t Risk Owner Progress Update Previous Risk | Movement | Current Risk | Target Risk
P y Score Direction Score Score
Category
Controls: Ref Control Description Status Owner
HCSCP0001/007 Learning and development of care providers In Place / Embedded Mark Gwynne
HCSCP0001/008 Market Quality and Resilience Programme In Place / Embedded Frances Heathcote
Board providing; overview of provider quality;
escalate any issues to relevant agency
HCSCP0001/009 Effective use of monitoring tools and resources In Place / Embedded Frances Heathcote
to identify problems early and prevent failing
quality.
HCSCP0001/010 Multi Agency Service Quality Improvement In Place / Embedded Frances Heathcote
Group, analyse data and evaluate risk monthly
and take appropriate action with partners
HCSCP0001/003 Use ACS Contract Monitoring Procedures In Place / Embedded Frances Heathcote

14



Appendix A - Risk Changes

Date of Previous Risk Score: 02/03/2018

Report Date: 18/06/2018

Notes: References highlighted Purple have been added since the 02/03/2018.

Old Category is shown when there has been a change of category.

Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score

m

Hertfordshire

people), there may be insufficient back up
higher level of disruption than anticipated

(Formerly SERMUO0002)

arrangements in place, which could result in a

causing increased disruption to key resources.

at one of our main sites due to
issues with the Herts Fire &
Rescue System. As a result
the risk of power failure at one
of our main sites has
increased (covered by risk
PROP0004).

Due to these current
circumstances we have raised
the probability of this BCP risk
from rare to unlikely. This
keeps focus on this area until
mitigations are in place.

To keep this in focus, a new
control measure has been
added to this risk to link it to
the plant failure risk
(PROP0004)

Reviewed On :16/04/2018

Risk Ref
Efrlgc?;i:rg:til;ri]ty Risk Owner Progress Update Previous Risk | Movement | Current Risk | Target Risk
Category Score Direction Score Score
CPRES0002 / CP05 Review of all BCP BIA and 17/04/2018 .
Delivering our Vision lan Parkhouse | Response plans is now 2
. . complete. The team will be z

Curreng Category:CCorporate Risk Register working to implement updates

urrent Type : Corporate and replacements by April - - -
In the event of a failure to prepare adequate Assistant Chief Fire | 2018. Pr°§:2"ty Prlj’r';'lf'klzl';,ty Pr°£:g"ty
Corporate and departmental generic BCP Officer - Response | In Atpf"-18: th?fefwat‘_s a g 1 2 1

i i i and Resilience postponement of a time

plans, there is a risk that, should a major maintenance program in Impact Impact Impact
incident take place (to building, technology & relation to the power facilities Ver); gngh Very1 gngh Ver;; (I;Ilgh
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Appendix A - Risk Changes

Date of Previous Risk Score: 02/03/2018

Report Date: 18/06/2018

Notes: References highlighted Purple have been added since the 02/03/2018.

Old Category is shown when there has been a change of category.

Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score

m

Hertfordshire

BCP implications

Risk Ref
Efrlgggizr;’ﬁtigri]ty Risk Owner Progress Update Previous Risk | Movement | Current Risk | Target Risk
Score Direction Score Score
Category
Controls: Ref Control Description Status Owner
CPRES0002/001 Plans in place for all departments / service In Place / Embedded Darren McLatchey
areas and 4 principle office locations
CPRES0002/002 Regular reporting to Resilience Board and In Place / Embedded Darren McLatchey
SMB on plan reviews, training and exercising
CPRES0002/003 Work programme to focus support on key In Place / Embedded Darren McLatchey
areas where vulnerability is greatest
CPRES0002/006 Monitor plant failure risk (PROP0004) for any Proposed Steve Harris
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Appendix A - Risk Changes

Date of Previous Risk Score: 02/03/2018

Report Date: 18/06/2018

Notes: References highlighted Purple have been added since the 02/03/2018.

Old Category is shown when there has been a change of category.

Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score

m

Hertfordshire

service delivery and major cost implications.
[Formerly CSCEOQ007]

retaining some key groups
(Social Workers, Occupational
Therapists, Planners & Legal).
Continuing to monitor turnover
and retention and ensure
recruitment is targeted to
relevant audiences. Careers
portal continues to attract
healthy website traffic to the
recruitment pages. As a
result of the findings of the
risk focus report outlining the
effectiveness of the controls
to Audit Committee March
2018, this risk is being
reduced from red 32 (severe)
to amber 24 (significant).
Reviewed On :29/03/2018

Risk Ref
glosrk E;i:rlﬁgri]t Risk Owner Progress Update Previous Risk [ Movement | Current Risk [ Target Risk
Cat:gory y Score Direction Score Score
HR0021 / RO1 Voluntary turnover for council 20/03/2013
Delivering our Vision Sally Hopper depts. has stayed the same at e:;/;re
] ] 13.1% (Jan 2018) since the s

Current Category: Corporate Risk Register last quarter, though this may

Current Type : Corporate be impacted by improvements - - -

; . . . o ; Probabilit Probabilit Probabilit
If we fail to retain, attract and recruit the right Assistant Director, | in private sector jobs market rc.’_i;e|;,' Y L‘Z,;i&;y r3n|?k¢;|;,y
people (managers, officers and volunteers) and | Human Resources 2?:pg§:aednt1|§/l 'g@agggfover 4 3 2
. . . . (1)
right skills and maintain engagement at all next 4 years. Continued Impact Impact Impact
levels, there may be a significant impact on difficulties recruiting and H'éllh ngh H'éih
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Appendix A - Risk Changes

Report Date: 18/06/2018 Date of Previous Risk Score: 02/03/2018
Notes: References highlighted Purple have been added since the 02/03/2018.

Old Category is shown when there has been a change of category.

Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score

m

Hertfordshire

Risk Ref
E'SK Des;cr;’pglor_; Risk Owner Progress Update Previous Risk | Movement | Current Risk | Target Risk
orporate Friority Score Direction Score Score
Category
Controls: Ref Control Description Status Owner
HR0021/001 Regular monitoring, workforce planning and In Place / Embedded Sally Hopper
forecasting - e.g. incl talent management and
succession planning
HR0021/007 Ensure the ability to call upon key service In Place / Embedded Sally Hopper
providers to meet any short term in-house skills
gap
HR0021/008 Regular monitoring of the employment In Place / Embedded Sally Hopper
'package’ to help ensure HCC remains an
Employer of Choice
HR0021/010 Maintain and support PMDS scheme, In Progress / Taking Sally Hopper
appropriate career schemes and associated Effect
training. (replaces controls CSCE0007/003
and 004)
HR0021/012 Develop, implement and embed employee In Progress / Taking Sally Hopper
comms, engagement and well-being initiatives, Effect
incl Herts Manager & Stakeholder
Management
HR0021/013 Develop a future focused strategy for In Progress / Taking Sally Hopper
resourcing, including young people, re Effect
deployment & re skilling as part of workforce
plan
HR0021/014 Proactive approach to managing demand and  In Place / Embedded Sally Hopper
supply e.g. QSW's in collaboration with other
LA's
HR0021/015 Target Public Health recruitment at specialist In Place / Embedded Alison Hardy
networks, journals and social media sites
HR0021/016 Monitor the external recruitment market In Place / Embedded Sally Hopper
including senior manager pay to ensure remain
competitive




Appendix A - Risk Changes

Report Date: 18/06/2018

Notes: References highlighted Purple have been added since the 02/03/2018.

Old Category is shown when there has been a change of category.

Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score

Date of Previous Risk Score: 02/03/2018

m

Hertfordshire

Risk Ref
Risk Description

future organisation as part of workforce

planning

Effect

- Risk Owner Progress Update Previous Risk [ Movement | Current Risk | Target Risk
Gl L Score Direction Score Score
Category
HR0021/017 Talent & succession plans in place to support In Progress / Taking Sally Hopper
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Appendix A - Risk Changes

Date of Previous Risk Score: 02/03/2018

Report Date: 18/06/2018

Notes: References highlighted Purple have been added since the 02/03/2018.
Old Category is shown when there has been a change of category.

Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score

m

Hertfordshire

penetration or malicious internal action) on
HCC’s ICT environments causing significant
service disruption and possible data loss

current controls and the
programme of work and
investment planned to meet
the elevated level of risk at
that time, an internal audit
was undertaken and
recommendations were
reported in October 2017. In
considering the risk now, the
actions undertaken, as a
result of the programme of
work, the audit
recommendations and various
industry sources to improve
our overall security position,
have provided assurance that
we are in a good position with
the controls in place and with
the continual improvement.
The risk score has been
reduced as the likelihood is
now considered as ‘possible’
rather than ‘likely’.

Risk Ref
L Descrlpt_lor_1 Risk Owner Progress Update Previous Risk | Movement | Current Risk | Target Risk
Corporate Priority . .
Score Direction Score Score
Category
TEC0004 / SR12 The risk owner, in conjunction 27/03/2018
Deliverin r Vision ; - with the new Assistant SR
elivering our Visio David Mansfield Director for | t & 32
. . Irector 1or Improvemen
Current Category: Corpqrate Risk Register Technology, has reviewed this N
Current Type : Strategic risk after considering the HCC Probabilit Probabilit Probabilit
In the event of failing to maintain and ensure Head of Technology| Cyber Security measures in Likely y Possibley Unlikelyy
the use of our security systems, technical ]I?'ace- FOIrItOtWIRg éf.][e risk 4 3 2
OCUS report to Audi
protocols and change management processes, Committee in July 2017, Impact Impact Impact
there is a risk of a cyber-attack (virus, which outlined both the Hlé:;h High High
8 8

DY)




Appendix A - Risk Changes

Date of Previous Risk Score: 02/03/2018

Report Date: 18/06/2018

Notes: References highlighted Purple have been added since the 02/03/2018.

Old Category is shown when there has been a change of category.

Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score

m

Hertfordshire

security & tech standards in

providing/implementing/updating systems; ICT

infrastructure

Risk Ref
E'::;E;i:r;mgi‘ty Risk Owner Progress Update Previous Risk | Movement | Current Risk | Target Risk
Score Direction Score Score
Category
| Reviewed On :18/06/2018 | | |
Controls: Ref Control Description Status Owner
TEC0004/001 Industry approved security measures (firewalls, In Progress / Taking  David Mansfield
desktop AV, email filtering software etc) Effect
implemented, monitored and maintained
TEC0004/002 Before implementing new/updated In Progress / Taking  David Mansfield
systems/apps they must conform to agreed Effect
security requirements incl successful network
pen tests
TEC0004/004 Work to continuously develop & deliver ICT In Place / Embedded  David Mansfield
policy/security educ/awareness training for
staff, managers and members
TEC0004/006 Rolling program of testing existing network In Place / Embedded  David Mansfield
infrastructure including penetration testing for
HCC and key 3rd party providers on
TEC0004/007 Ensure ICT Service Providers adhere to In Place / Embedded  David Mansfield
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Appendix B- Updates on Risks — proximity of events and increased media & public interest

Report Date: 18/06/2018

Notes: References highlighted Purple have been added since the 02/03/2018.

Old Category is shown when there has been a change of category.

Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score

Date of Previous Risk Score: 02/03/2018

m

Hertfordshire

- The Energy Recovery Facility (ERF) at Rye
House does not proceed or is delayed

- Unable to secure suitable, cost effective,
alternatives for waste disposal should the
contract with Veolia (VES) be terminated.

It may result in:
- Increased costs to HCC

inquiry is taking place, starting
on the 19th June 2018 and
scheduled to conclude on the
2nd August 2018.

Due to the lack of transfer
provision in the east of the
county and the finite
availability of disposal
facilities capable of accepting
direct deliveries (Westmill
landfill and Edmonton EfW)
the delay to the planning
determination for Rye House
increases the risk that East
Herts Council and the
Borough of Broxbourne may
have to be directed to
Waterdale transfer station, an
action that would lead to
increased costs for all three
authorities and operational
pressure on Waterdale
transfer station. The risk

Risk Ref
Efr:)g;st:rlﬁgi]ty Risk Owner Progress Update Previous Risk | Movement | Current Risk | Target Risk
Category Score Direction Score Score
ENV0104 / SE02 Under the contract with Veolia i
Delivering our Vision Simon Aries | (VES) a planning application SeZS'e N e
. . for an Energy Recovery
Current Category: Corporate Risk Register Facility (ERF) at Rye House,
Current Type : Strategic Hoddesdon was submitted in - - -

: e Probabilit Probabilit Probabilit
In the event of the Residual Waste Treatment | Assistant Director — | December 2016. Notification Almost Certain Almost Certain “Rare
Programme being impacted by one of the TraEnSpoﬂ, Wast? & ‘é"gfsr‘t*ﬁet";ﬁd x 1SttFebr:jary 1

; - nvironmenta at the secretary o
following scenarios: Management | State had called-in the Impact Impact Impact
planning application. A public Hg;h Hg;h ngh

D).




Appendix B- Updates on Risks — proximity of events and increased media & public interest

Report Date: 18/06/2018

Notes: References highlighted Purple have been added since the 02/03/2018.
Old Category is shown when there has been a change of category.
Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score

Date of Previous Risk Score: 02/03/2018

m

Hertfordshire

Risk Ref
Efrk E:ast:rlﬁlcg'ri]ty Risk Owner Progress Update Previous Risk [ Movement | Current Risk | Target Risk
Cat:gory Score Direction Score Score
score probability is at "Almost
Certain" due to the fact that
the increased delay will lead
to increased costs to the
authority.
Reviewed On :15/06/2018
Controls: Ref Control Description Status Owner
ENV0104/001 Scenario planning In Place / Embedded Simon Aries
ENV0104/002 Legal & financial advice In Place / Embedded Simon Aries
ENV0104/003 Liaison with contractor In Place / Embedded Simon Aries
ENV0104/004 Management of Political Processes In Place / Embedded Simon Aries
ENV0148 / SEO5 Risk reviewed. There has been no
, , . . . progress on re_surrectlng th? Severe Severe Significant
Delivering our Vision Rob Smith scheme following changes in 40 40 16
. . . agreement over the funding.
CurrenCt Cat;a?ory.s?%rpqrate Risk Register Plans are in hand to develop an
urrent 1ype . strategic _ _ alternative scheme and Probability Probability Probability
As a result of the likely cancellation of the Deputy Director | anavments are being sought from| Almost Certain Almost Certain Unlikely
Metropolitan Line Extension (Croxley Rail Link Environment |17 "HCC is currently looking at 2
scheme), there is a risk of claims to the Council alternative transport uses - two Impact Impact Impact
(liability is capped at £3m), difficulties in re workshops have been held to High High High
claiming HCC investment sunk into the scheme investigate the options. HCC is 8 8 8
and reputational loss. This will also have a also seeking government support
significant impact on future growth in the area for protection of the old track bed
g g ) for future transport uses.
Reviewed On: 18/06/2018 ]




Appendix B- Updates on Risks — proximity of events and increased media & public interest

Report Date: 18/06/2018

Notes: References highlighted Purple have been added since the 02/03/2018.

Old Category is shown when there has been a change of category.

Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score

Date of Previous Risk Score: 02/03/2018

m

Hertfordshire

Risk Ref
glosrk E;i:rlﬁgri]t Risk Owner Progress Update Previous Risk [ Movement | Current Risk [ Target Risk
P y Score Direction Score Score
Category
Controls: Ref Control Description Status Owner
ENV0148/001 Briefing senior local and national politicians In Progress / Taking Rob Smith
Effect
ENV0148/002 Lobbying the London Mayor and Government In Progress / Taking Rob Smith
Effect
ENV0148/004 Monitor Success of the HIF bid to bridge the In Progress / Taking Rob Smith
funding gap Effect
ENV0148/005 Seek repayment of local funding if scheme fails Proposed Rob Smith
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Appendix B- Updates on Risks — proximity of events and increased media & public interest

Report Date: 18/06/2018

Notes: References highlighted Purple have been added since the 02/03/2018.

Old Category is shown when there has been a change of category.

Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score

Date of Previous Risk Score: 02/03/2018

m

Hertfordshire

and rescue services. In the event that the
Secretary of State determines that the
governance of the Hertfordshire Fire & Rescue
Service (HFRS) is to be transferred to the
Hertfordshire Police and Crime Commissioner
(PCC) as recommended in their business case,
there is a risk that such a transfer may
significantly and negatively impact on service
delivery, particularly in relation to the support
provided to vulnerable people and the County
Council’s prevention agenda. In addition it
may create significant uncertainty, leading to
staff unrest; short term damage to key
relationships and budgetary impacts.

providing a range of professional
advice and opinion. The
independent assessment by
CIPFA was submitted to the
Secretary of State (Home
Secretary) at the end of January
2018. There is no requirement to
share the assessment with HCC
and it was not shared. Regular
communications are being
maintained with HFRS staff in
particular, but across the
Directorate to provide appropriate
information and to reassure staff.
The Police and Fire Minister has
written further to the PCC for
Hertfordshire’s proposal to take
on responsibility for governance
of Hertfordshire Fire and Rescue
Service, stating the expectation
that HCC work closely with PCC
Lloyd to provide more information
in relation to matters such as
funding requirements, reserves
and precept and impact of the
proposed transfer on HCC.

Risk Ref
Efrk E;st:r;ﬁ,:gri‘t Risk Owner Progress Update Previous Risk | Movement | Current Risk | Target Risk
P y Score Direction Score Score
Category
CP0005 / SCP07 The proposal submitted by the = = S
Opportunity to be Healthy and Safe John Wood | PCC has undergone an o P S
. . independent review by CIPFA,
Current Category: Corporate Risk Register which a number of HCC officers
Current Type : Strategic assisted with. HCC officers have - - -
- ! Probabilit Probabilit Probabilit
The Policing and Crime Act 2017 places a duty | Chief Executive | sought to ensure that all roLifeﬂ,' Y roLnfm;,I Y Possible
on police, fire and ambulance services to work ”eges_tsta;ytev'dencel’_t ha; tiee” g 4 4 3
: : submitted 1o support a balance
together and enables police and crime , analysis of the PCC'’s business Impact Impact Impact
commissioners to take on responsibility for fire case with HCC and HFRS officers High High High
8 8 8

D).




Appendix B- Updates on Risks - proximity of events and increased media & public interest
Report Date: 18/06/2018

Notes: References highlighted Purple have been added since the 02/03/2018.
Old Category is shown when there has been a change of category.

Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score

Date of Previous Risk Score: 02/03/2018

m

Hertfordshire

Risk Ref

Risk Description
Corporate Priority
Category

Risk Owner

Progress Update

Previous Risk
Score

Movement
Direction

Current Risk
Score

Target Risk
Score

The PCC submitted an additional
Addendum to the original
business case on 8th June for
the Home Secretary to consider.
HCC Cabinet considered the
PCC Addendum submission on
18th June 2018, and agreed that
the County Council should not
change the previously stated
position of the Council in
opposing the PCC'’s Local
Business Case; and delegated to
the Director of Resources, in
consultation with the Leader of
the Council and the Executive
Member for Community Safety
and Waste Management,
authority to finalise a submission
to the Home Office in response
to the addendum. The aforesaid
response was submitted to the
Home Office on 22" June 2018.
The Home Office have
additionally asked CIPFA to
review the PCC’s addendum,
and are seeking their view on the
proposal as a whole, and
whether or not the new
information provided in the
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Appendix B- Updates on Risks — proximity of events and increased media & public interest

Report Date: 18/06/2018

Notes: References highlighted Purple have been added since the 02/03/2018.

Old Category is shown when there has been a change of category.

Previous Risk Score shows rating, profile, probability and impact prior to the Current Risk Score

Date of Previous Risk Score: 02/03/2018

m

Hertfordshire

Risk Ref

Risk Description
Corporate Priority
Category

Risk Owner

Progress Update

Previous Risk
Score

Movement

Direction Score

Current Risk

Target Risk
Score

addendum alters the previous
independent assessment of
the proposal against the
statutory test. CIPFA have
indicated that they will
undertake the work as quickly
as possible and anticipate
completing the work in July.
Reviewed On: 26/06/2018

Controls:

Ref

Control Description

Status

Owner

CP0005/002

CP0005/004

Support Community Protection staff through
effective engagement to ensure they are kept
informed on any progress in this matter

Provide any support required for an
independent review and develop plans for

options/scenarios

In Progress / Taking
Effect

In Progress / Taking
Effect

Darryl Keen

Guy Pratt
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Hertfordshire County Council

14 June 2018

Appendix C — Corporate Risk Register summary risk status report

Risk Ref

Business Unit

Category
Type

Details

Current Risk Rating

Target

08/17 | 10/17 | 02/18 | 06/18

HCSCP0001

Adult Care
Services
Commissioning
For People

Corporate Risk
Register
Corporate

In the event of a Hertfordshire Care Provider
becoming inadequate or failing, there is a risk that
this may result in poor care to clients or a
safeguarding issue.

HFRS0007

Community
Protection
Hertfordshire
Fire & Rescue

Corporate Risk
Register
Corporate

During unplanned incidents, such as terrorist
activity, civil disturbance, large scale wide area
flooding, or periods of industrial action, there is a
risk that HFRS may be over reliant on existing
regional or national resources which may lead to
reduced fire cover.

ENV0104

Environment
and
Infrastructure

Corporate Risk
Register
Strategic

In the event of the Residual Waste Treatment
Programme being impacted by one of the
following scenarios:

- The Energy Recovery Facility (ERF) at Rye
House does not proceed or is delayed

- Unable to secure suitable, cost effective,
alternatives for waste disposal should the contract
with Veolia (VES) be terminated.

It may result in:
- Increased costs to HCC

ENV0148

Environment
and
Infrastructure

Corporate Risk
Register
Strategic

As a result of the likely cancellation of the
Metropolitan Line Extension (Croxley Rail Link
scheme), there is a risk of claims to the Council
(liability is capped at £3m), difficulties in re
claiming HCC investment sunk into the scheme
and reputational loss. This will also have a
significant impact on future growth in the area.

HCS0010

Adult Care
Services

Corporate Risk
Register
Strategic

If there is a continuing inability to attract the
required number of Homecare work force in line
with the Adult Care Services Workforce Strategy,
there is an increasing risk of non compliance and
a reduction in the ability to provide safe and
appropriate care in users own homes which may
lead to impacts on their health and wellbeing.

CP0005

Community
Protection

Corporate Risk
Register
Strategic

The Policing and Crime Act 2017 places a duty on
police, fire and ambulance services to work
together and enables police and crime
commissioners to take on responsibility for fire
and rescue services. In the event that the
Secretary of State determines that the
governance of the Hertfordshire Fire & Rescue
Service (HFRS) is to be transferred to the
Hertfordshire Police and Crime Commissioner
(PCC) as recommended in their business case,
there is a risk that such a transfer may
significantly and negatively impact on service
delivery, particularly in relation to the support
provided to vulnerable people and the County
Council’s prevention agenda. In addition it may
create significant uncertainty, leading to staff
unrest; short term damage to key relationships
and budgetary impacts.

24

Score

24
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Hertfordshire County Council

Appendix C — Corporate Risk Register

Current Risk Rating Target
Category
Risk Ref Business Unit Type Details 08/17| 10/17 | 02/18 | 06/18 | Score
CPRES0002 Community Corporate Risk | In the event of a failure to prepare adequate 16 16 16 16
Protection Register Corporate and departmental generic BCP plans,
Resilience Corporate there is a risk that, should a major incident take
place (to building, technology & people), there
may be insufficient back up arrangements in
place, which could result in a higher level of
disruption than anticipated causing increased
disruption to key resources. (Formerly
SERMUO0002)
CSF0055 Childrens Corporate Risk | In the event of inappropriate care or attention 32 32 32 32 32
Services Register there is a risk that a child or young person could
Corporate die or become seriously injured.
ENV0149 Environment Corporate Risk | As a result of the restrictions introduced in 2015 W
and Register on the use of S106 for the pooling of developer
Infrastructure Strategic contributions towards new infrastructure together
with the introduction of the Community
Infrastructure Levy (CIL), there is a risk that the
uptake of CIL, which is the Government’s
preferred method for pooling contributions,
remains slow, and due to the limited influence
HCC can bring to bear over the districts on the
spending priorities of CIL revenue as a non CIL
charging Authority, this may result in there being
insufficient money to support infrastructure needs
derived from new housing. [Formerly PROP0022
& CSCE0023]
HCS0016 Adult Care Corporate Risk | In the event of significant unforeseen demand on W
Services Register health and social care services and a risk of
Strategic budget overspend and ongoing uncertainty about
how these will be addressed nationally, there is a
risk of insufficient budget to meet future demands
of services. [supersedes risks HCS0011 &
HCS0012]
HCSLDO0005 Adult Care Corporate Risk | In the event of inadequate safeguarding 16
Services Register arrangements, a vulnerable person at risk of harm
Learning Corporate is not identified and protected appropriately.
Disabilities
HCSMH0002 Adult Care Corporate Risk | As a result of the 2014 Supreme Court ruling W
Services Mental Register around Deprivation of Liberty Safeguards (DOLS)
Health Corporate there is a risk that an inability to conduct best
interest assessments within legal timeframes
could lead to unlawful detention of people and
potential legal and compensation challenges to
HCC.
CP0004 Community Corporate Risk | As a result of disruptive factors influencing the 24 24 24 24 16
Protection Register lives of people in Hertfordshire, there is a risk that
Corporate residents or staff become radicalised or drawn
into terrorism, which could cause harm to
themselves or the wider public and reduce
community / social cohesion.
CPRES0009 Community Corporate Risk | If there is insufficient preparation for increased 24 24 24 24 12
Protection Register frequency of extreme weather events resulting
Resilience Corporate from climate change, then there might be negative
impacts on service delivery, user access to
service provision and to the reputation of the
Council.
CSF0070 Childrens Corporate Risk | In the event of inadequate capital being made 24 24 24 24 16
Services Register available from a number of funding streams, part
Strategic of the costs of delivering the secondary expansion
programme and/or schools required to meet
demand in new housing developments may need
to be met from the council's own resources having
exhausted all other eventualities.
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Hertfordshire County Council

Appendix C — Corporate Risk Register

Risk Ref

Business Unit

Category
Type

Details

Current Risk Rating

Target

08/17

10/17

02/18

06/18

Score

CSF0082

Childrens
Services

Corporate Risk
Register
Corporate

As a result of national and local efficiencies, there
is a risk that partnership funding may be
withdrawn or withheld.

n/i

n/i

24

24

12

CSF0083

Childrens
Services

Corporate Risk
Register
Corporate

As a result of the new welfare, reform and
immigration arrangements, there is a risk of an
increase in families becoming homeless and/or
requiring support from Children’s Services (and
other services).

n/i

n/i

24

24

12

CSHF0016

Resources
Finance

Corporate Risk
Register
Corporate

In the event that the Authority does not develop
sufficient and timely proposals to deal with the
ongoing or further reductions in
funding/resources, there is a risk that the need to
close the funding gap may result in identifying
measures for unplanned reductions in service
spend leading to deterioration or interruption of
front line service delivery. [Formerly CSHF0005
and CSHF0015]

24

24

24

24

16

ENV0142

Environment
and
Infrastructure

Corporate Risk
Register
Strategic

Hertfordshire is facing an increasing threat from
tree pests and diseases, including ash dieback
and Oak Processionary Moth. In this context,
there is a risk that current systems and resources
for tree management will not be fit for purpose.
Failure to manage tree risk may result in
significant unplanned costs (including liability
claims), danger to the public and or/service users,
and impact on landscape and ecosystem
services.

20

20

24

24

16

HR0018

Resources
Human
Resources

Corporate Risk
Register
Corporate

If the Council fails to educate, train and provide
tools and processes for employees to effectively
fulfil their roles (Including compliance with data
protection, health and safety, safe staffing
legislation, and role specific training) there is a
risk that staff are not fully competent or
productive. This could lead to service failures
such as serious injury or harm, particularly to
vulnerable service users (and the public) fines
and/or prosecutions, and inefficiency in how work
is delivered.

24

HR0021

Resources
Human
Resources

Corporate Risk
Register
Corporate

If we fail to retain, attract and recruit the right
people (managers, officers and volunteers) and
right skills and maintain engagement at all levels,
there may be a significant impact on service
delivery and major cost implications. [Formerly
CSCE0007]

24

24

24

16

16

IMP0001

Resources
Improvement
And Technology

Corporate Risk
Register
Corporate

There is a risk

- of the loss/inappropriate acquisition/disclosure of
sensitive personal or commercial data contrary to
the requirements of the new General Data
Protection Regulation (GDPR) which comes into
force from 25 May 2018

- that we may breach the rights of data subjects;
which could lead to harm to clients, impact on
HCC'’s reputation, incur legal action and have
severe financial consequences (despite applying
best practice there is always the possibility of
human error). [Formerly CSCE0013]

24

24

24

24

16
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Appendix C — Corporate Risk Register

Risk Ref

Business Unit

Category
Type

Details

Current Risk Rating

Target

08/17

10/17

02/18

06/18

Score

PROP0023

Resources
Property

Corporate Risk
Register
Strategic

HCC has established Herts Living Limited to
collaborate with a Joint Venture partner to
maximise returns on its land and assets. If these
arrangements do not perform as anticipated, there
is a risk that the financial returns do not deliver
the £20m per annum receipt value in the current
Integrated Plan. In addition, there may be
reputational impacts to HCC (Replaces
PROP0020 and PROP0021).

24

24

24

24

16

SP0005

Resources
Strategic
Procurement
Group

Corporate Risk
Register
Corporate

A significant proportion of the Council’s
expenditure is accounted for by externally
commissioned services. In the event of
insufficient skills in commissioning / contract
management and competencies along with a lack
of application of effective monitoring, governance
and contract management rigour, there is a risk of
poor value, inadequate service provision and data
security and/or failure of externally delivered
services, which could lead to disruption of service
delivery. [Formerly IMP0002/CSCE0019]

24

TECO0004

Resources
Technology

Corporate Risk
Register
Strategic

In the event of failing to maintain and ensure the
use of our security systems, technical protocols
and change management processes, there is a
risk of a cyber attack (virus, penetration or
malicious internal action) on HCC’s ICT
environments causing significant service
disruption and possible data loss

24

24

24

16

16

AUDITO0001

Resources
Audit (SIAS)

Corporate Risk
Register
Corporate

As a result of the scale and scope of services
delivered by and through the county council, there
is a risk of fraud, which may be significant fraud,
that could lead to service disruption, financial and
reputational loss.

This risk includes, but is not limited to, areas
specifically recognised by Cipfa:

- Overstatement of needs through false
declaration for personal budgets in adult care
services

- Misuse of Blue Badge/Concessionary bus
passes

- Staff falsifying time keeping / expenses and
overpayment of pensions

- Bribery and collusion in procurement

- Exaggerated/false insurance claims

16

16

16

16

16

CPRES0001

Community
Protection
Resilience

Corporate Risk
Register
Corporate

In the event of a failure of the Local Resilience
forum (LRF) to provide adequate inter-agency
plans which correctly identify the capabilities
required to deal with a major emergency in
Hertfordshire there is a risk that Hertfordshire's
multi- agency response may not be fully effective
(formerly SERMU0001)

16

16

16

16

16

CSHF0002

Resources
Finance

Corporate Risk
Register
Corporate

There is a risk that HCC’s pension fund level may
not improve sufficiently to cover accrued pension
costs because of economic conditions, poor
investment or ineffective governance

16

16

16

16

16

ENV0033

Environment
and
Infrastructure

Corporate Risk
Register
Corporate

In the event of under investment there is a risk
that road maintenance levels can not be
maintained and general deterioration occurs,
which may lead to increased number of accidents,
loss of reputation and customer dissatisfaction.

16

16

16

16
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Appendix C — Corporate Risk Register

Current Risk Rating Target
Category
Risk Ref Business Unit Type Details 08/17| 10/17 | 02/18 | 06/18 | Score
HFRS0004 Community Corporate Risk | In the event of a failure to meet national training 16 16 16 16 16
Protection Register requirements, poor operational performance from
Hertfordshire Corporate personnel who are not fully trained and competent
Fire & Rescue in their role could lead to the death or serious
injury of a firefighter.
PHD0014 Public Health Corporate Risk | In the event of a Health Protection emergency 16 16 16 16 16
Register such as a communicable disease epidemic,
Corporate radiological, chemical or biological agent
exposure, or extreme weather conditions, there is
a risk that the authority may be unable to meet its
statutory duty to adequately assure multi-agency
health protection arrangements.
HR0023 Resources Corporate Risk | As a result of new legislation establishing an 12 12 12 12 8
Human Register Apprenticeship Levy, there is a risk that should
Resources Corporate the County Council not take appropriate action to
offset the levy and provide apprenticeship
opportunities there may be financial and
reputational consequences.
PROP0018 Resources Corporate Risk | There is a risk that land owned by the Council and 12 12 12 12 8
Property Register no longer required for the purpose for which it was
Corporate bought may not have an active management
regime in place. As a result there is a risk of an
H&S incident to persons or property which could
give rise to H&SE action and a liability claim.
ENVO0030 Environment Corporate Risk | In the event of a failure in road inspection and / or 8 8 8 8 8
and Register fault reporting procedures, there is a risk that the
Infrastructure Corporate condition of our roads falls below expected
standards, which results in injury to citizens and /
or successful claims against HCC.
34
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